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FBCA Certificate Policy Change Proposal Number: 2022-04 

To:  Federal PKI Policy Authority (FPKIPA) 

From:  Federal PKI Certificate Policy Working Group (CPWG) 

Subject: Proposed modifications to the Federal Bridge Certification Authority 

Certificate Policy and certificate profile specification 

Date:  July 12, 2022 

------------------------------------------------------------------------------------------------------------ 

Title:  Consolidated update to the Federal Bridge Certification Authority Certificate 

Policy and associated profiles 

 
Version and Date of Certificate Policy Requested to be changed:  

● X.509 Certificate Policy For The Federal Bridge Certificate Authority (FBCA) 

Version 2.36, May 6, 2022 
 

Change Advocate’s Contact Information: 

Organization: FPKI Policy Authority 

E-mail address: fpki@gsa.gov  

 

Organization requesting change: FPKI Certificate Policy Working Group  

 

Change summary: This is a comprehensive update to the FBCA CP and the associated 

certificate profile specification (formerly titled “Federal Public Key Infrastrucure (PKI) 

X.509 Certificate and CRL Extensions Profile”).  High-level update summary: 

• Standardized terminology 

• Realigned requirements with appropriate policy sections 

• Increased use of tables to improve readability 

• Aligned requirements with observed practices 

• Clarified definitions of certificate types 

• Streamlined certificate naming 

• Updated certificate re-key, renewal, and modification definitions for clarity 

• Removed SHA-1 references 

• Updated permitted key sizes and algorithms  

• Converted sections after Section 9 to appendices 

• Updated format and content of certificate profiles 

o Aligned profiles with proposed updates to Common Policy 

o Consolidated relevant “PIV-I” profiles 

o Split Cross Certificate profile into two profiles (Cross certificate and 

Intermediate CA) to help clarify requirements and reduce confusion 
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o Numerous worksheet updates (see Appendix B) 

Background: This update consolidates CPWG policy recommendations dating back to 

2018.  It also cleans-up outdated references and requirements, clarifies existing 

requirements, aligns policy with observed agency practices (e.g., certificate naming), and 

improves readability. 

Updates related to the following topics were discussed with CPWG members to minimize 

adverse impact:  

• Allowance of code signing certificates 

• Bridge partner certificate policy public posting 

• Device naming and issuance guidance 

• Allowance of wildcard certificates 

• Allowance of electronic authentication for “derived” certificates 

• PIV-I biometric retention update 

• UUID publication restriction 

• Personnel training requirements updates 

• Log processing frequency updates 

• Archive retention periods updates 

• Business continuity after disaster allowances 

• CA cryptographic module requirement updates 

• Certificate profile changes 

o Consolidation with PIV-I profiles 

o Specification of PIV-I-hardware OID usage only for authentication 

certificate 

Specific Changes: Due to format changes and the number of edits, updates were 

highlighted to CPWG and FPKIPA members in separate, redlined versions of Common 

Policy.   

 

Change Impact: 

• Potential impacts resulting from the proposed updates to the FBCA Certificate 

Policy are included in Appendix A. 

• Potential impacts resulting from the proposed updates to the certificate 

profiles are included in Appendix B. 

 

Estimated Cost: TBD 
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Implementation Date: September 1, 2023 

 

Prerequisites for Adoption: None 

 

Plan to Meet Prerequisites: Not applicable 

 

Approval and Coordination Dates:  

Date presented to CPWG: December 7, 2021    

Date change released for comment: May 3, 2022   

Date comment adjudication published: June 24, 2022
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APPENDIX A: IMPACT OF POLICY UPDATES 

 

Policy Change Summary Impact 

Overall 

• Standardized terminology ("Human Subscriber”, “Device”, “must”, 

“publicly accessible”, etc.) 

• Clarified and streamlined language 

• Standardized formatting of "Practice Notes" and external references 

• Deprecated algorithms (e.g., SHA-1), and removed unused references 

• Relocated requirements to more applicable policy sections 

No negative impact 

Section 1 

• Introduction streamlined and CP OIDs tabularized for more efficient 

reading/reference 

• Certification Authorities was expanded to define system software 

layers in alignment with Common v2.2 

 

 

 

• PKI authorities expanded to align with recent Common versions to 

include definitions of Key Recovery Authorities; correlates CA 

requirements to KED/DDS, RA requirements apply to KRA/KRO 

systems 

 

No negative impact 

 

Allows CA use of 

virtualization/container

s provided security 

requirements are met 

 

None - all Key 

Recovery requirements 

were already active in 

the KRP 

Section 2 

• Modified to align to Common v2.0:  

o now allows for AIA bundles to include .cer DER encoded 

certificates,  

o now requires Entity CPs to be publicly posted,  

o now explicitly requires PIV-I issuing CAs to support OCSP 

o Now explicitly allows for certificates and statuses to be 

replicated 

No negative impact: 

 

• .cer allowance 

accounts for known 

practices,  

• all Entity CPs are 

already publicly 

posted,  

• all known PIV-I 

issuers already 

maintain OCSP 

• replication accounts 

for practices 

Section 3 

Created sub-sections for Subject Names and Subject Alternative names (aligns 

with Common v2.0) 

• Device certificate names are now addressed and must not take the same 

name form as a human subject 

 

No negative impact: 

• device name 

guidance is very 

broad 
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• PIV-I SAN details are included to align to PIV-I profiles 

• Wildcard certificate allowances were make for serverAuth device 

certificates with similar requirements for the Common allowance 

 

 

 

 

 

The initial identity authentication sub-section was reorganized for readability, 

as well as: 

• Allowance for ‘electronic authentication’ (similar to derived 

capabilities in Common) provided certain conditions and processes are 

followed 

• Restriction on device certificate to only be issued within one 

organization was removed for interoperability 

 

 

The routine rekey identity verification was migrated up to 12 years (from 9) for 

medium certificates to align with Common v2.0 

 

 

A new Section 3.5 was created on identification and authentication for key 

recovery requests in alignment with Common v2.1 

• aligns with PIV-I 

profiles 

Allows - wildcard 

certificate 

issuance/usage 

 

Allows:  

• a similar 

capability to 

derived  

• organizations to 

issue device 

certificates to 

partners  

 

 

None - Less restrictive 

timeline every 12 

years 

 

None - incorporated as 

part of the KRP 

consolidation 

Section 4 

Reorganized to align to Common v2.0, additional changes include: 

• Certificate applications now must be processed within 90 days of 

identity verification 

 

• Entity CAs must now notify subscribers when PIV-I certificates are 

available (previously a no stipulation) 

 

 

• A restriction in publication of PIV-I Authentication and PIV-I Card 

Authentication certificates was stipulated 

 

 

• Private key security is now generalized for all FBCA certificate policies 

(previously Medium and above) 

 

• Circumstances for Certificate renewal, rekey, modification and 

revocation expanded for clarity 

 

 

None - up from 30 

days 

 

Potential need for 

notifications to 

subscriber 

 

None - these are 

generally not 

published 

 

Potential need to 

update Basic 

agreements  

 

None - adds clarity to 

established processes 
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• CRL issuance frequency aligned to Common (24 hours online and 35 

days for offline), offline defined 

 

• Certificate suspension limits now defined (no longer than the life of the 

certificate) to assist with CRL hygiene 

 

 

 

• Key Recovery responsibilities and processes incorporated from KRP 

consolidation 

None - less restrictive 

than current policy 

 

Entities may need to 

plan for CRL removal 

(if they support 

suspension) 

 

None - aligns with 

KRP 

 

Section 5 

Reorganized to align to Common, changes include: 

• Physical access requirements for Key Recovery systems added 

• Trusted roles section expanded to address RA (as officers) and Key 

Recovery roles and responsibilities 

• Key Recovery system principles and mechanisms, disaster 

recovery/business continuity procedures, and CP/CPS stipulations 

added to personnel training requirements (if applicable) 

 

• Audit logging and Archive sections updated to align to Common v2.2 

o Audit logs must be reviewed once per month for basic and 

above (down from once every two months and now includes 

basic) 

o Archive retention periods updated to be more specific for 

certain types of records (CA records for 3 years after the 

lifetime of hte CA) and it now provides flexibility for archiving 

RA type records (3 years after certificate expiration) 

 

 

• Private key compromise procedures expanded to account for KRS per 

KRP consolidation 

 

• 72 hour reconstitution timeline after disaster removed in favor of 

defined recovery procedures 

None: 

• Aligns to KRP 

• Updated Roles are 

definitional 

• Training is 

inferred based on 

job role 

 

Potential need to plan 

for more frequent log 

processing 

 

Potential to extend 

archive retention 

periods for some CAs, 

but more flexible for 

other types of records 

 

None - incorporated as 

part of KRP 

 

None - less restrictive 

 

Section 6 

Reorganized to align to Common, changes include: 

• Key sizes/algorithms streamlined and updated to align to Common v2.0 

and SP 800-78 (Removed references to SHA-1) 

 

• Key usage purposes made critical and updated to align to Common v2.0 

 

 

None - approved key 

sizes tabularized, 

SHA1 depricated 

 

Key usage must be 

specified and must not 

contain anyEKU 
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• CA private key storage now requires FIPS 140 Level 3 in alignment 

with Common 

 

• OCSP responder certificates are limited to a maximum lifetime of 120 

days (down from 10 years), key pair can still be used for up to 3 years 

 

 

• Computer security technical requirements extended to all system 

software layers, references to VM/VME removed in alignment with 

Common v2.2 

 

• Network security controls aligned to Common v2.0 

Potential for CAs to 

upgrade HSMs 

 

OCSP certificates must 

be renewed within 120 

days 

 

Allowance for 

containers 

 

 

None – reorganized for 

clarity 

Section 7 

• FBCA Profiles now referenced as [FBCA-Prof] 

• Object algorithm identifiers reduced to align to Common v2.0 and SP 

800-78 

• Entity CAs may now assert name constraints in CA certificates 

• All SHA1 references removed 

•  

No negative impact: 

• algorithms not in 

use removed 

• less restrictive 

• no current SHA1 

CAs/certs 

 

Section 8 

• No major updates 

No negative impact 

Section 9 

• Restriction on publication of UUID moved to Section 4 

No negative impact 

Appendix A – PIV-I Smartcard Definition 

• No updates 

No negative impact 

Appendix B – CMS Requirments 

• No updates 

No negative impact 

Appendix C – In-Person Antecedant  

• Process defined and requirements summarized, this is an abridged 

version of the supplementary guidance that was archived 

No negative impact 

Appendix D – In-Person Antecedant  

• Reference names updated where needed and to be consistent with 

Common, all links updated 

No negative impact 

Appendix E – In-Person Antecedent  

• Unused acronyms have been removed 

No negative impact 
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Appendix F – Glossary  

• Unused terms removed 

• Some terms added for consistency and alignment with Common (e.g., 

system software layers, in-person tatntecedent) 

No negative impact 
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APPENDIX B: IMPACT OF CERTIFICATE PROFILE UPDATES 

 

Profile Changes CAs Impacted* 

PIV-I profile worksheets were consolidated with FBCA profiles to include: 

• PIV-I Authentication Certificate 

o Clarifies that PIV-I-Hardware CP OID is reserved for the 

authentication certificate and not applicable to signature or 

KMK 

• PIV-I Card Authentication Certificate 

• PIV-I Content Signing Certificate 

• Delegated OCSP Responder Certificate 

Some PIV-I profiles were consolidated with existing FBCA profiles: 

• PIV-I Digital Signature → Signature Certifidate 

o rfc822Name is required if id-kp-emailProtection is asserted in 

Extended Key Usage 

• PIV-I Key Management → Key Management 

o rfc822Name is required if id-kp-emailProtection is asserted in 

Extended Key Usage 

5 PIV-I issuers may 

have to modify their 

signing and KMK 

profiles for different 

CP OIDs 

Several new profiles were drafted to include: 

• Intermediate/Signing CA Certificate 

• Authentication Certificate (non-PIV-I) 

• Device Certificate 

No negative Impact 

Authority Information Access & Certificate Revocation List Distribution Point 

- Require HTTP URI first 

0 impacted CAs 

Authority Information Access - Allow .cer  No negative impact 

DN Encoding: Allow only printableString and/or UTF8 No negative impact 

Optionally allow Subject Directory Attributes (e.g., citizenship) for 

authentication certificates (General, PIV-I, PIV-I card authentication) 

No negative impact 

Cross Certificate 

• Clarify appropriate use of requireExplicitPolicy and 

inhibitPolicyMapping, 

 

No negative impact 

OCSP Responder Certificate 

• EKU must be marked critical 

1 impacted Bridge 

member customer CA 
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Section 8 References – removed and FBCA CP Appendix D is linked  No negative impact 

 
* based on 2021 Annual Review certificate samples 
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Revision History 

Document Version Document Date Revision Details 

2.1 12 January 12, 

2006 

2005-03,: Changes to the FBCA CP to 

modify audit cycle for consistency with 

Government certification and accreditation 

process 

2.2 28 September 28, 

2006 

2006-02,: Omnibus Policy Issues Raised 

During the CertiPath Mapping and e-Auth 

Business Rules Review 

2.3 14 March 14, 2007 2007-01,: Harmonization between Federal 

Bridge and Common Policy Framework 

2.4 13 June 13, 2007 2007-02,: Clarification on multiparty 

physical access control in Physical Access 

for CA Equipment 

2.5 12 July 12, 2007 2007-03,: SAFE Harmonization Policy 

Change Recommendations 

2.6 16 August 16, 2007 2007-04,: Citizenship/Security Clearance 

Policy 

2.7 26 September 26, 

2007 

2007-05,: Alignment of Cryptographic 

Algorithm Requirements with SP 800-78-1 

2.8 15 February 15, 

2008 

2008-01,: Alignment of Cryptographic 

Algorithm Requirements with NIST Special 

Publication 800-57 

2.9 13 August 13, 2008 2008-02,: Changes to FBCA CP to clarify 

the archive definition and how its records are 

intended to be used 

2008-03,: § 8.3 Assessor’s Relationship to 

Assessed Entity 

2.10 16 October 16, 

2008 

2008-04,: § 1.2 Document Identification 
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2.11 20 November 20, 

2008 

2008-05,: Changes to FBCA CP to include a 

provision for a role-based signature 

certificate 

2008-06,: Change to CA Key Usage Period 

for CAs issuing end user certificates and 

clarification of organizational responsibilities 

concerning device certificates 

2.12 11 February 11, 

2009 

2009-01,: Change to the FBCA CP to 

remove the requirement for backing up the 

archive 

2.13 10 December 10, 

2009 

2009-02,: Change to the FBCA CP to align 

key length requirements with SP 800-57 

2.14 20 January 20, 

2010 

2010-01,: Remote Administration of 

Certification Authorities 

2.15 8 April 8, 2010 2010-02,: § 8.1 and 8.4 

2.16 14 May 14, 2010 2010-03,: Certificate Policy Updates to 

Address PIV-I 

2.17 10 June 10, 2010 2010-04,: Specify String Format for UUID in 

serialNumber RDN 

2.18 15 August 15, 2010 2010-05,: Addition of the Real ID credential 

for States to use in meeting FPKI Identity 

Proofing requirements 

2.19 15 October 15, 

2010 

2010-06,: Digitally Signed Declaration of 

Identity 

2.20 18 November 18, 

2010 

2010-07,: Legacy use of SHA-1 during the 

transition period January 1, 2011 to 

December 31, 2013  

2.21 16 December 16, 

2010 

2010-08,: Clarify requirements to support 

CA Key Rollover 
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2.22 24 January 24, 

2011 

2011-01,: Protection of Subscriber 

Information 

2011-02,: Specify requirement for 

Background Check Refresh 

2.23 4 February 4, 2011 2011-03,: Clarify key generation location for 

PIV-I Key Management certificates 

2.24 25 February 25, 

2011 

2011-04,: Clarify CMS requirements 

2.25 13 December 13, 

2011 

2011-05,: Updates to Certificate Policy to 

add a New Device Specific Policy 

(superseded by 2011-07) 

2011-06,: Remove requirements for 

Lightweight Directory Access Protocol 

(LDAP) 

2011-07,: Updates to Certificate Policy to 

add two New Device Specific Policies 

(replaces 2011-05) 

2.26 26 April 26, 2012 2012-01. : Clarify RA audit requirements: 

Insert new Section 1.3.1.6, replace second 

paragraph in Section 8, add new last sentence 

to second paragraph of Section 8.4, revise 

Section 8.6, revise "Policy Management 

Authority" glossary definition. 

2.27 2 December 2, 

2013 

2013-01.: FBCA CP Clarifications 

recommended to the FPKIMA during the 

Annual PKI Compliance Audit.  Allow 

modification of cross-certificates for 

corrections (Section 4.8.1) and Clarify 

division of responsibilities between trusted 

roles (Section 5.2.1). 

2013-02.: Move SHA-1 policies from 

Common Policy to FBCA and remove 

12/31/2013 restriction on all SHA-1 policies. 
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2.28 14 January 14, 

2016 

2015-01. : Clarify assertion of policies for 

devices.  Change to Section 1.2. 

2015-02.: Align PIV-I card life with FIPS 

201-2.  Change to Sections 6.2.1, 6.3.2, 

Appendix A item #10. 

2.29 20 May 20, 2016 2016-01.: Added new Section 6.2.1.1; added 

“Custodial Subscriber Key Stores” to 

glossary. 

2.30 5 October 5, 2016 2016-02.: Allow for Long-Term CRL for 

retired CA key.  Added to Sections 5.6 and 

5.8. 

2016-03.: Allow alternate FBCA key change 

procedures.  Added to Section 5.6. 

2.31 29 June 29, 2017 2017-01: Align with current FPKIMA 

practice for CA certificates 

2017-02: Requires CAs to publish 

information pertaining to resolved incidents 

on their websites. 

2017-03: Requires CAs to notify the 

FPKIPA whenever a change is made to their 

infrastructures 

2017-04: Clarifies the period of time PIV-I 

card stock may continue to be used once it 

has been removed from the GSA Approved 

Products List 

2017-05: CAs cross certified with the FBCA 

have a single trust path to the FBCA. 

2.32 4 April 4, 2018 2018-01: Add requirements for key recovery 
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2.33 10 May 10, 2018 2018-02: Add reference to Annual Review 

Requirements 

2018-03: Mandate specific EKU in 

certificates issued after June 30, 2019 

2018-04: Certificate revocation requirements 

for transitive closure after August 15, 2018. 

2018-05: Requirements for virtual 

implementations 

2.34 4 October 4, 2018 2018-06. : Incorporate “supervised remote 

identity proofing” and other new guidance as 

defined in NIST SP 800-63-3 effective as of 

October 4, 2018 

2.35 15 April 15, 2019 2019-01.: Modifications to allow the FBCA 

to be operated in an off-line status effective 

as of April 15, 2019 

2.363.0 6 May 2022TBD 2022-02. Allows Federally issued PIV-I 

credentials to leverage cardstock used for 

PIV issuance, including “pre-printed,” 

agency seals.2021-01: Modifications to align 

with recent applicable modifications to 

Common Policy CP, to include Key 

Recovery Policy consolidation, updates to 

Audit and Archive Sections, allowance for 

containerized technologies, incorporation of 

electronic authentication capabilities, and 

definition of in-person antecedent processes. 
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1.  INTRODUCTION 

This Certificate Policy (CP) defines twelvea number of distinct certificate policies for use by the 

Federal Bridge Certification Authority (FBCA) to facilitate interoperability between the FBCA 

and othercross-certified Entity PKI domains. in a peer-to-peer fashion. The policies represent six 

different assurance levels (Rudimentary, Basic, Medium, PIV-I Card Authentication, Medium 

Hardware, and High) for public key FBCA certificates. In addition, two device certificate 

policies at issued to Entity CAs define trust through use of the policyMappings extension in the 

certificates. 

Each policy defines anMedium assurance level are defined to facilitate server to server 

authentication between FBCA and other PKI domains. The level of assurancewhich refers to the 

strength of the binding between the public key and the individual whose subject name is cited 

inof the certificate, the mechanisms used to control the use of the private key, and the security 

provided by the PKI itself. 

Where a specific policy is not stated, the requirements in this CP apply equally to all policies. 

In this document, the term “device” means a non-person entity, i.e., a hardware device or 

software application. The use of SHA-1 to create digital signatures is deprecated beginning 

January 1, 2011 according to NIST SP 800-131.  However, there are some applications in use 

within the federal government that cannot process certificates or certificate revocation 

information signed using SHA-256.  Therefore, a parallel SHA-1 FPKI was created to facilitate 

the interoperability for those unable to transition to SHA-256 by January 1, 2011.  Accordingly, 

this CP additionally defines five certificate policies for use by the SHA-1 Federal Root 

Certification Authority (SHA1 Federal Root CA) to facilitate interoperability between Federal 

agencies and other Entity PKI domains that require the use of SHA-1 after December 31, 2010.  

Use of certificates asserting certificate policy OIDs that identify the use of SHA-1 under this 

policy should be limited to applications for which the risks associated with the use of a 

deprecated cryptographic algorithm have been deemed acceptable and will only be asserted 

within the parallel SHA-1 FPKI.  CAs that issue SHA-1 end entity certificates after December 

31, 2010 shall not also issue SHA-256 certificates, asserting non-SHA-1 policies. 

A Key Recovery System (KRS) may be supported by Entity CAs that issue key management 

certificates.  The KRS provides the computer system hardware, software, staff, and procedures to 

escrow private keys securely and recover them when appropriate. 

 

Personal Identity Verification Interoperable (PIV-I) policies for PIV-I Hardware, PIV-I Card 

Authentication, and PIV-I Content Signing are for use with PIV-I smart cards (see Appendix A 

for more information). 

The FBCA enables interoperability among Entity PKI domains in a peer-to-peer fashion. The 

FBCA issues certificates only to those CAs designated by the Entity operating that PKI (called 
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“Principal CAs”). The FBCA may also issue certificates to individuals who operate the FBCA. 

The FBCA certificates issued to Principal CAs act as a conduit of trust.  

Any use of or reference to this FBCA CP outsidebeyond the purviewcontext of the Federal PKI 

Policy Authority(FPKI) is completely at the using party’s risk. An Entity shall not assert the 

FBCA CP OIDs in any certificates the Entity CA issues, except in the policyMappings extension 

establishing an equivalency between an FBCA OID and an OID in the Entity CA’s CP. of the 

relying party.   

This FBCA CP is consistent with the Internet Engineering Task Force (IETF) Public Key 

Infrastructure X.509 (IETF PKIX) RFC 3647, Certificate Policy and Certification PracticesCP 

follows the RFC 3647 framework. 

The terms and provisions of this FBCA CP shall be interpreted under and governed by applicable 

Federal law. 

1.1  OVERVIEW 

1.1.1 FBCA Certificate Policy (CP) 

FBCA certificates contain aone or more registered certificate policy object identifieridentifiers 

(OID), which may be used by a relying party to decide whether a certificate is trusted for a 

particular purpose. The Each OID corresponds to a specific level of assurance established by this 

Certificate Policy (CP) which shall be available to Relying Parties. Each certificate issued by the 

FBCA will assert the appropriate level of assurance in the certificatePolicies extension.). 

1.1.2 Relationship between the FBCA CP &and the FBCA CPS 

The FBCAThis CP states what assurance can be placed in a certificatethe requirements for the 

issuance and management of certificates issued by the FBCA., and requirements for the 

operation of the FBCA.  The FBCA Certification PracticesPractice Statement (CPS) states how 

the FBCA establishes that assuranceimplements the requirements. 

1.1.3 Relationship between the FBCA CP and the Entity CP 

This CP establishes criteria for cross-certification with Entity CAs.  The FPKI Policy Authority 

maps Entity CP(s) to one or more of the levels of assurancepolicies in the FBCA CP.  The 

relationship between these CPsan Entity CP and the FBCA CP is asserted in the policyMappings 

extension of the CA certificates issued to the Entity CA by the FBCA. 

Entities may undertake a similar mapping process and issue a cross-certificate to the FBCA 

asserting the relationship of their policies to the policies defined in the policyMappings 

extension. this CP. 

1.1.4 Scope 

The FBCA exists to facilitate trusted electronic business transactions for Federal organizations.  

To facilitate the missions of the organizations, interoperability is offered to non-Federal entities.  

The generic term “entity” applies equally to Federal organizations and other organizations 

owning or operating PKI domains.  As used in this CP, Entity PKI or Entity CA may refer to an 
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organization’s PKI, a PKI provided by a commercial service, or a bridge CA serving a 

community of interest. 

1.1.5 Interaction with PKIs External to the Federal Government 

The FBCA will extend interoperability withto non-Federal entities only when it is beneficial to 

the Federal Government. 

1.2 DOCUMENT NAME AND IDENTIFICATION    
There are twelve policies specified at six different levels of assurance in thisThis is the X.509 

Certificate Policy, which are defined in subsequent sections.  Each level of assurance has an  for 

the FBCA. 

Object Identifier (OID), to be asserted in Certificates issued by the FBCA. will assert at least one 

of the following OIDs in the certificatePolicies extension.  Entity Principal CAs may assert these 

OIDs only in policyMappings extensions of certificates issued to the FBCA.  The FBCA policy 

OIDs are registered in the NIST Computer Security Objects Registry as follows: 
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Table 1 - FBCA Certificate Policies 

csor-certpolicy OBJECT IDENTIFIER ::= { 2 16 840 1 101 3 2 1 } 

fbca-policies OBJECT IDENTIFIER ::= { csor-certpolicy 3 } 

id-fpki-certpcy-rudimentaryAssurance ::= { fbca-policies2 16 840 1 101 

3 2 1 3 1} 

id-fpki-certpcy-basicAssurance ::= { fbca-policies 2 16 840 1 

101 3 2 1 3 2} 

id-fpki-certpcy-mediumAssurance ::= { fbca-policies2 16 840 1 101 

3 2 1 3 3} 

id-fpki-certpcy-mediumHardware ::= { fbca-policies2 16 840 1 101 

3 2 1 3 12} 

id-fpki-certpcy-medium-CBP ::={ fbca-policies ::= {2 16 840 

1 101 3 2 1 3 14} 

id-fpki-certpcy-mediumHW-CBP ::={ fbca-policies ::= {2 16 840 

1 101 3 2 1 3 15} 

id-fpki-certpcy-mediumDevice ::= { fbca-policies2 16 840 1 101 

3 2 1 3 37} 

id-fpki-certpcy-mediumDeviceHardware ::= { fbca-policies2 16 840 1 101 

3 2 1 3 38} 

id-fpki-certpcy-highAssurance ::= { fbca-policies2 16 840 1 101 

3 2 1 3 4} 

id-fpki-certpcy-pivi-hardware ::= { fbca-policies2 16 840 1 101 

3 2 1 3 18} 

id-fpki-certpcy-pivi-cardAuth ::= { fbca-policies2 16 840 1 101 

3 2 1 3 19} 

id-fpki-certpcy-pivi-contentSigning ::= { fbca-policies2 16 840 1 101 

3 2 1 3 20} 

 

The requirements associated with the mediumDevice policy are identical to those defined for the 

Medium Assurance policy with the exception of identity proofing, re-key, and activation data. 

The requirements associated with the mediumDeviceHardware policy are identical to those 
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defined for the Medium Hardware Assurance policy with the exception of identity proofing, re-

key, and activation data. In this document, the term “device” is defined asHuman Subscriber 

Certificates 

Certificates valid for the following policies are issued to Human Subscribers: 

 a non-person entity, i.e., a hardware device or software application. The use of the 

mediumDevice and mediumDeviceHardware policies are restricted to devices and systems. 

End-Entity certificates issued to devices after October 1, 2016 shall assert policies mapped to 

FBCA Medium Device, Medium Device Hardware, or PIV-I Content Signing policies. All other 

policies defined in this document should be reserved for human subscribers when used in End-

Entity certificates. 

In addition, there are five certificate policies specified at two different levels of assurance 

associated with the SHA-1 Federal Root CA. Each level of assurance has an OID to be asserted 

in certificates issued by the SHA-1 Federal Root CA. Entity Principal CAs may assert these 

OIDs in policyMappings extensions of certificates issued to the SHA-1 Federal Root CA. The id-

fpki-SHA1 policy OIDs are registered in the NIST Computer Security Objects Registry as 

follows: 

Table  - Certificate Policy OIDs Identifying the Use of SHA-1 

id-fpki-SHA1-medium-CBPPIV-I 

Authentication certificate   

::= { fbca-policies 21 }id-fpki-certpcy-pivi-

hardware 

id-fpki-SHA1-mediumHW-CBPDigital 

Signature certificate with the private key 

generated on a PIV-I credential 

::= { fbca-policies 22 }id-fpki-certpcy-

mediumHardware 

id-fpki-SHA1-mediumKey Management 

certificate associated with a PIV-I credential 

::= { fbca-policies 23 }id-fpki-certpcy-

mediumAssurance 

id-fpki-certpcy-mediumHardware 

id-fpki-SHA1-All other hardware-based 

certificates 

::= { fbca-policies 24 }id-fpki-certpcy-

mediumHW-CBP 

id-fpki-certpcy-mediumHardware 

id-fpki-certpcy-highAssurance* 

id-fpki-SHA1-devicesAll software-based 

certificates 

::= { fbca-policies 25 }id-fpki-certpcy-

rudimentaryAssurance 

id-fpki-certpcy-basicAssurance 
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id-fpki-certpcy-medium-CBP 

id-fpki-certpcy-mediumAssurance 

 

The High Assurance policy is* reserved for U.S. Federal government entity PKI operation and 

use.  

The requirements associated with id-fpki-certpcy-pivi-hardware are identical to id-fpki-certpcy-

mediumHardware except where specifically noted in the text and further described in Appendix 

A. 

The requirements associated with the id-fpki-certpcy-medium-CBP (commercial best practice) 

policy are identical to those defined for the Medium Assuranceid-fpki-certpcy-

mediumAssurance policy with the exception ofexcept for personnel security requirements (see 

Section 5.3.1). 

The requirements associated with the Medium Hardwareid-fpki-certpcy-mediumHardware 

policy are identical to those defined for the Medium Assuranceid-fpki-certpcy-

mediumAssurance policy with the exception ofexcept for subscriber cryptographic module 

requirements (see Section 6.2.1). 

The requirements associated with the id-fpki-certpcy-mediumHW-CBP policy are identical to 

those defined for the Medium Hardware Assuranceid-fpki-certpcy-mediumHardware policy with 

the exception ofexcept for personnel security requirements (see Section 5.3.1). 

 

 

Personal Identity Verification Interoperable (PIV-I) Device Subscriber Certificates 

Certificates valid for the following policies are issued to Device Subscribers and are limited to 

use with PIV-I credentials by this policy. 

Card Authentication certificate with the 

private key on a PIV-I credential 

id-fpki-certpcy-pivi-cardAuth 

Content Signing certificate used to sign PIV-I 

data objects  

id-fpki-certpcy-pivi-contentSigning 

The requirements associated with PIV-I Hardware and PIV-I Content Signingid-fpki-certpcy-

pivi-contentSigning are identical to Medium Hardwareid-fpki-certpcy-mediumHardware except 

where specifically noted in the text and further described in Appendix A. 
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In addition, the PIV-I Content Signingid-fpki-certpcy-pivi-contentSigning policy is reserved for 

certificates used by the Card Management System (CMS) to sign the PIV-I card security objects. 

Additional Device Subscriber Certificates 

FIPS 140 Level 2 or higher hardware 

cryptographic modules 

id-fpki-certpcy-mediumDeviceHardware 

FIPS 140 Level 1 or higher cryptographic 

modules 

id-fpki-certpcy-mediumDevice 

 

The requirements associated with id-fpki-SHA1-medium policythe id-fpki-certpcy-
mediumDevice and id-fpki-certpcy-mediumDeviceHardware policies are identical to 
those defined for the FBCA medium policyid-fpki-certpcy-mediumAssurance and id-fpki-
certpcy-mediumHardware policies, respectively, except that the certificates asserting id-

fpki-SHA1-medium are signed with SHA-1, and the issuing CAs can use SHA-1 for generation 

of PKI objects such as CRLs and OCSP responses.  

The requirements associated with id-fpki-SHA1-hardware policy are identical to those defined 

for the FBCA medium-hardware policy, except that the certificates asserting id-fpki-SHA1-

hardware are signed with SHA-1identity proofing, re-key, and the issuing CAs can use SHA-1 

for generation of PKI objects such as CRLs and OCSP responses.activation data.   

The requirements associated with id-fpki-SHA1-medium-CBP (commercial best practice) policy 

are identical to those defined for the FBCA medium-CBP policy, except that the certificates 

asserting id-fpki-SHA1-medium-CBP are signed with SHA-1, and the issuing CAs can use SHA-

1 for generation of PKI objects such as CRLs and OCSP responses. 

The requirements associated with id-fpki-SHA1-mediumHW-CBP (commercial best practice) 

policy are identical to those defined for the FBCA mediumHW-CBP policy, except that the 

certificates asserting id-fpki-SHA1-mediumHW-CBP are signed with SHA-1, and the issuing 

CAs can use SHA-1 for generation of PKI objects such as CRLs and OCSP responses. 

The requirements associated with id-fpki-SHA1-device policy are identical to those defined for 

the FBCA device policy, except that the certificates asserting id-fpki-SHA1-device are signed 

with SHA-1, and the issuing CAs can use SHA-1 for generation of PKI objects such as CRLs 

and OCSP responses.  

1.3 PKI ENTITIES 

1.3 PKI PARTICIPANTS 
The following are roles relevant to the administration and operation of the FBCA and the 

relationships with cross-certified Entities. 
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1.3.1 PKI Authorities 

1.3.1.1 Federal Chief Information Officers Council 
The Federal Chief Information Officer (CIO) Council comprises the Chief Information Officers 

of all cabinet level departments and other independent agencies.  The Federal CIO Council has 

established the framework for the interoperable Federal PKI (FPKI) and oversees the operation 

of the organizations responsible for governing and promoting its use.  In particular, this CP was 

established under the authority of and with the approval of the Federal CIO Council. 

1.3.1.2 Federal PKI Policy Authority (FPKIPA)  
The Federal Public Key Infrastructure Policy Authority (FPKIPA) is a groupsub-council 

comprised of U.S. Federal Government Agencies (including cabinet-level Departments) agency 

representatives and is chartered byunder the Federal Chief Information Security Officer (CISO) 

Council, under the Federal CIO Council.  The FPKIPA owns this certificate policy and 

represents the interest of the Federal CIOs.   and Federal CISOs.   

The FPKIPA is responsible for: 

�x The FBCAMaintaining this CP, 

�x The FBCA CPS, 

�x AcceptingApproving applications from Entities desiringrequesting cross-certification 

with the FBCA, 

�x Ensuring the legitimacy of the applicant organization and the authority of designated 

individuals to interoperate usingact on behalf of the FBCAEntity, 

�x Determining the mappings between certificates issued by applicant Entity CAs and the 

levels of assurance set forthpolicies defined in the FBCA CP (which will include 

objective and subjective evaluation of the respective CP contents and any other facts 

deemed relevant by the FPKIPA), and 

�x After an Entity is authorized to interoperate using cross-certified with the FBCA, 

ensuring continued conformance of that Entity with applicable requirements as a 

condition for allowing continued interoperability using the FBCA. 

The FPKIPA will execute a Memorandum of Agreement (MOA) with each cross-certified Entity 

setting forth the respective responsibilities and obligations of both parties and the mappings 

between the applicable certificate levels of assurancepolicies contained in this CP and those in 

the Entity CP.  (When the entity belongs to a sovereign nation, the United States Department of 

State may execute the MOA or delegate the authority to execute the MOA on its behalf.) 

1.3.1.3 FPKI Management Authority (FPKIMA) 
The FPKIMA is the organizationgovernment program that operates and maintains the FBCA and 

the SHA1 Federal Root CAPKI operational environment on behalf of the U.S. Government, 

subject to the direction of the FPKIPA. All of the requirements for the SHA1 Federal Root CA 

are identical to the FBCA except that the SHA1 Federal Root CA and entity CAs cross certified 
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with the SHA1 Federal Root CA use SHA-1 for generation of PKI objects such as certificates, 

Certificate Revocation Lists (CRLs) and Online Certificate Status Protocol (OCSP) responses. 

1.3.1.4 FPKI Management Authority Program Manager 
The Program Manager is the individual within the FPKIMA who has principal responsibility for 

overseeing the proper operation of the FBCAFederal Bridge CA, including the FBCArequired 

repository, and selecting the FPKIMA staff.  The Program Manager is selected by the FPKIMA 

and reports to the FPKIPA.  The FPKIMA Program Manager must hold a Top SecretFor 

additional personnel security clearance.controls associated with this role see Section 5.3.1.   

1.3.1.5 Entity Principal Certification Authority (CA) 
The Principal CA is a CA within a PKI that has been designated to cross-certify directly with the 

FBCA (e.g., through the exchange of cross-certificates).  The Principal CA issues either end-

entity certificates, or CA certificates to other Entity or external party CAs, or both.  Where the 

Entity operates a hierarchical PKI, the Principal CA is typically the Entity Root CA.  Where the 

Entity operates a mesh PKI, the Principal CA may be any CA designated by the Entity for cross-

certification with the FBCA. 

 

It should be noted that an Entity may request that the FBCA cross-certify with more than one CA 

within the Entity; that is, an Entity may have more than one Principal CA. Additionally, this CP 

may refer to CAs that are “subordinate” to the Principal CA. The use of the term “subordinate 

CA” shall encompass any CA under the control of the Entity that has a certificate issued to it by 

the Entity Principal CA or any CA subordinate to the Principal CA, whether or not the Entity 

employs a hierarchical or other PKI architecture. 

The Entity shall ensure that no CA under its PKI shall have more than one trust path to the 

FBCA (regardless of path validation results). 

1.3.1.61.3.1.5 Entity PKI Policy Management Authority 
Entity PKIs (including other Bridges) that are cross-certified with the Federal Bridge shallCA 

must identify an individual or group that is responsible for maintaining the entity PKI CP and for 

ensuring that all Entity PKI components (e.g., CAs, CSSs, CMSs, RAs) are operated in 

compliance with the entity PKI CP.  This body is referred to as EntityCross-certified Bridges 

must ensure member PKIs are operated comparably with the Bridge PKI Policy Management 

Authority (PMA) within this CP. 

The Entity PKI PMA shall beis responsible for notifying the FPKIPA of any change to the 

infrastructure that has the potential to affect the FPKI operational environment at least two weeks 

prior to implementation; all new artifacts (CA certificates, CRL DP, Certificate Revocation List 

Distribution Point (CRLDP), Authority Information Access (AIA) and/or Subject Information 

Access (SIA) URLs, etc.) produced as a result of the change shallmust be provided to the 

FPKIPA within 24 hours following implementation. 
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1.3.2 Certification Authorities  

The CA is the collection of hardware, software and operating personnel that create, sign, and 

issue public key certificates to Subscribers. The CA is responsible for issuing and managing 

certificates including: 

�x The certificate manufacturing process 

�x Publication of certificates 

�x Revocation of certificates 

�x Generation and destruction of CA signing keys 

�x Ensuring that all aspects of the CA services, operations, and infrastructure related to 

certificates issued under this CP are performed in accordance with the requirements, 

representations, and warranties of this CP. 

CA and related applications (e.g., OCSP, CMS, and KRS) may be hosted on one or more system 

software layers.  Operational and technical security controls including audit logging 

requirements specified in this CP apply to all system software layers, where appropriate and 

applicable. 

1.3.2.1 Entity Cross-Certified Certification Authority (CA) 
The Entity designates at least one CA within its PKI to receive a cross-certificate from the 

FBCA.  This document refers to this CA as the Entity cross-certified CA.  In addition, this CP 

may refer to CAs that are “subordinate” to the Entity cross-certified CA.  The use of the term 

“subordinate CA” shall encompass any CA under the control of the Entity that is subordinate to 

the cross-certified CA. 

The Entity must ensure that no CA under its PKI shall have more than one trust path to the 

FBCA. 

1.3.1.71.3.2.2 Federal Bridge Certification Authority (FBCA) 
The FBCA is the entity operated by the FPKIMA thatand is authorized by the FPKIPA to create, 

sign, and issue public key certificates to Principal CAs..  As operated by the FPKIMA, the FBCA 

is responsible for all aspects of the issuance and management of a certificate including: 

�x Control over the registration process, 

�x The identification and authentication process, 

�x The certificate manufacturing process, 

�x Publication of certificates, 

�x Revocation of certificates, 

�x Re-key of FBCA signing material, and 

�x Ensuring that all aspects of the FBCA services and FBCA operations and infrastructure 

related to certificates issued under this CP are performed in accordance with the 

requirements, representations, and warranties of this CP. 



 

11 

  

1.3.3 Card Management System (CMS) 

The Card Management System is responsible for managing smart card token content.  In the 

context of this policy, the CMS requirements are associated with the PIV-I policies only.  Entity 

CAs issuing PIV-I certificates are responsible for ensuring that all CMSs meet the requirements 

described in this document, including all requirements specified in Appendix B.  In addition, the 

CMS must not be issued any certificates that express the id-fpki-certpcy-pivi-hardware or id-

fpki-certpcy-pivi-cardAuth policy OID. 

1.3.4 Registration Authority (RA) 

A Registration Authority (RA) is an entity authorized by the CA to collect, verify, and submit 

information provided by potential Subscribers for the purpose of issuing public key certificates.  

The term RA refers to hardware, software, and individuals that may collectively perform this 

function.  Individuals performing RA functions are acting in a Trusted Role, and are considered 

Officers as defined in Section 5.2.1.  The RA is responsible for: 

�x Control over the registration process. 

�x The identification and authentication process. 

The FPKIPA acts as the Trusted Agent for the FBCA.  Entity CAs designate their own RAs.   

A Trusted Agent is authorized by a CA to act on its behalf and may record information from and 

verify biometrics (e.g., photographs) on presented credentials on behalf of an RA for Applicants 

who cannot appear in person.  Trusted Agents are not Trusted Roles. 

1.3.21.3.5 Certificate Status Servers 

PKIs may optionally include an authority that provides status information about certificates on 

behalf of a CA through online transactions.  In particular, PKIs may include Online Certificate 

Status Protocol (OCSP) responders to provide online status information.   Such an authority is 

termed a Certificate Status Server (CSS).  Where the CSS is identified in certificates as an 

authoritative source for revocation information, the operations of that authority are considered 

within the scope of this CP.  Examples include OCSP servers that are identified in the authority 

information access (AIA) extension.  OCSP servers that are locally trusted, as described in RFC 

25606960, are not covered by this policy.  Entity CAs that issue PIV-I certificates must provide 

an OCSP responder. 

1.3.31.1.1 Registration Authority (RA) 

 The RA collects and verifies each Subscriber’s identity and information for inclusion in the 

Subscriber’s public key certificate. The FPKIMA acts as the RA for the FBCA, and performs its 

function in accordance with a CPS approved by the FPKIPA. Entity CAs designate their own 

RAs.  The requirements for RAs in the FBCA and Entity PKIs are set forth elsewhere in this 

document. 

1.3.41.1.1 Card Management System (CMS) 

The Card Management System is responsible for managing smart card token content.  In the 

context of this policy, the CMS requirements are associated with the PIV-I policies only.  Entity 
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CAs issuing PIV-I certificates are responsible for ensuring that all CMSs meet the requirements 

described in this document, including all requirements specified in Appendix B.  In addition, the 

CMS shall not be issued any certificates that express the PIV-I Hardware or PIV-I Card 

Authentication policy OID. 

1.3.5 Subscribers 

1.3.6 A Subscriber is the user or device to whom or to which a certificate is 
issued.  FBCA Subscribers include only FPKIMA personnel andKey 
Recovery Authorities 

For organizations that have implemented Key Recovery, the applicable requirements for 

physical, personnel, and procedural security controls, technical security controls, and 

Compliance Audit apply as follows:  

�x CA requirements apply to the KED and to the DDS 

�x RA requirements apply to the KRA and KRA automated systems 

�x RA requirements apply to the KRO and KRO automated systems, when determined by 

the FPKIPA, network or hardware devices. Where certificates are issued to devices, the 

entity must have a human sponsorthe KRO has privileged access to the KED    

1.3.6.1 Key Escrow Database 
The KED is defined as the function, system, or subsystem that maintains the key escrow 

repository and responds to key registration requests.  The KED also responds to key recovery 

requests from two or more KRAs or self-recovery by a current subscriber. 

Section 5.2.1.2 contains the description of Trusted Roles required to operate the KED. 

1.3.6.2 Data Decryption Server 
A DDS is an automated system that has the capability to obtain subscriber private keys from the 

KED or another DDS for data monitoring or other purposes (e.g., email inspection).  DDSs do 

not provide keys to Subscribers or other Third-Party Requestors.  A DDS has access to escrowed 

key management keys and must meet all security requirements of the KED as outlined in this 

policy. 

Implementation of a DDS is optional based on organizational operations. 

1.3.6.3 Key Recovery Agent 
A KRA is an individual who is responsible for carrying out Subscriber duties. Note that CAs are 

sometimes technically authorized, as specified in the applicable Practice Statement (KRPS or 

CPS), to recover an escrowed key.  The KRAs send the recovered key to the KRO or directly to 

the Requestor.  The KRAs have high level, sensitive access to the KED and are considered 

“Trusted Roles (see Section 5.2.1).   KRAs can recover large numbers of keys, the number and 

location of KRAs should be closely controlled.  
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KRAs may additionally conduct requestor identity verification and authorization validation when 

KROs are not used. 

1.3.6.4 Key Recovery Official 
A Key Recovery Official (KRO) may optionally be used to support identity verification and 

authorization validation tasks.   

1.3.7 Key Recovery Requestors 

A Requestor is the person or DDS that requests the recovery of a decryption private key.  A 

Requestor may be the Subscriber or a third-party (e.g., supervisor, corporate officer, or law 

enforcement officer) authorized to request recovery of a Subscriber’s escrowed key on behalf of 

the Subscriber or on behalf of the organization.  Any individual who can demonstrate a verifiable 

authority and a need to obtain a recovered key may be considered a Requestor. 

1.3.7.1 Internal Third-Party Requestor 
An Internal Third-Party Requestor is any Requestor who is in the Subscriber’s supervisory chain 

or otherwise authorized to obtain the Subscriber’s key for the Issuing Organization (i.e., the 

organization on behalf of which the CA issues certificates to subscribers” in a PKI. However, ).   

1.3.7.2 External Third-Party Requestor 
An External Third-Party Requestor is someone (e.g., investigator) outside the Issuing 

Organization with a court order or other legal instrument to obtain the decryption private key of 

the Subscriber. 

1.3.8 Subscribers 

A Subscriber is the entity whose name appears as the subject in a certificate.  The term “Subscriber” 

as used in this document refers only to those who request certificates for uses other than signing 

and issuing certificates or certificate status information.  A Subscriber may be referred to as an 

"Applicant" after applying for a certificate, but before the certificate issuance procedure is 

completed. 

There is a subset of Human Subscribers who will be issued role-based certificates.  These 

certificates identify a specific role on behalf of which the Subscriber is authorized to act rather 

than the Subscriber’s name.  These certificates are issued in the interest of supporting accepted 

business practices.  The role-based certificate can be used in situations where non-repudiation is 

desired.  Normally, it will be issued in addition to an individual Subscriber certificate. does not 

refer to CAs A specific role may be identified in certificates issued to multiple Subscribers; 

however, the key pair will be unique to each individual role-based certificate.  For example, there 

may be four individuals with a certificate issued in the role of “Watch Commander”.  However, 

each of the four certificates will have unique keys and certificate serial numbers. 

1.3.61.3.9 Affiliated Organizations 

Subscriber certificates may be issued in conjunction withon behalf of an organization, other than 

the organization operating the Entity PKI, that has a relationship with the subscriber; this is 

termed affiliation.  The organizational affiliation will be indicated in the certificate.  Affiliated 
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Organizations are responsible for verifying the affiliation at the time of certificate application 

and requesting revocation of the certificate if the affiliation is no longer valid. 

1.3.71.3.10 Relying Parties 

A relying party uses a is the entity that relies on the validity of the binding of the Subscriber’s 

certificateidentity to verify the integrity of a digitally signed message, to identify the creator of a 

message, or to establish confidential communications with the Subscriber.a public key.  The 

relying party is responsible for deciding whether or how to check the validity of the certificate by 

checking the appropriate certificate status information.  The relying party can use the certificate 

to verify the integrity of a digitally signed message, to identify the creator of a message, or to 

establish confidential communications with the holder of the certificate’s private key.  A relying 

party may use information in the certificate (such as certificate policy identifiers, key usage, or 

extended key usage) to determine the suitability of the certificate for a particular use.its 

appropriate usage.  

 

This CP makes no assumptions or limitations regarding the identity of Relying Parties.  While 

Relying Parties are generally Subscribers, Relying Parties are not required to have an established 

relationship with the FBCA or an Entity CA. 

For this certificate policy, the relying party may be any entity that wishes to validate the binding 

of a public key to the name of a Subscriber.  

1.3.81.3.11 Other Participants 

The FBCA and Entity CAs may require the services of other security, community, and 

application authorities. If required, the FBCA or Entity CPS shall identify the parties, define the 

services, and designate the mechanisms used to support these services., such as compliance 

auditors.  

1.4 CERTIFICATE USAGE 

1.4.1 Appropriate Certificate Uses  

Subscriber certificates issued by Entity CAs may be used for authentication, key management, 

signature, and confidentiality requirements.  The sensitivity of the information processed or 

protected using certificates issued by FBCA or an Entity CA will vary significantly.  Relying 

Parties must evaluate the environment and the associated threats and vulnerabilities and 

determine the level of risk they are willing to accept based on the sensitivity or significance of 

the information. This evaluation is done by each Relying Party for its application and is not 

controlled by this CP. To provide sufficient granularity, this CP specifies security requirements 

at six increasing, qualitativedifferent levels of assurance: Rudimentary, Basic, Medium, PIV-I 

Card Authentication, Medium Hardware, and High. It is assumed that the FBCA will issue at 

least one High assurance certificate, so the FBCA will be operated at that level. 

Relying Parties make risk-informed decisions when certificates are used to manage the identities 

of systems and users by evaluating the environment, associated threats, and vulnerabilities.  This 

evaluation is done by the relying party and is not controlled by this CP.  The FBCA is intended 
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to support applications involving unclassified information, which can include sensitive 

unclassified data protected pursuant to Federal statues and regulations. 

The following table provides a brief description of theadditional guidance for determining which 

policy may be most appropriate uses forbased on the sensitivity of the information processed or 

protected using these certificates at each level of assurance defined in this CP.  These 

descriptions are intended as guidance and are not binding. 

Assurance Level Appropriate Certificate Uses 

Rudimentary 

This level provides the lowest degree of assurance concerning 

identity of the individual.  One of the primary functions of this level 

is to provide data integrity to the information being signed.  This 

level is relevant to environments in which the risk of malicious 

activity is considered to be low.  It is not suitable for transactions 

requiring authentication, and is generally insufficient for 

transactions requiring confidentiality, but may be used for the latter 

where certificates having higher levels of assurance are unavailable. 

Basic 

This level provides a basic level of assurance relevant to 

environments where there are risks and consequences of data 

compromise, but they are not considered to be of major significance.  

This may include access to private information where the likelihood 

of malicious access is not high.  It is assumed at this security level 

that users are not likely to be malicious. 

Medium 

This level is relevant to environments where risks and consequences 

of data compromise are moderate.  This may include transactions 

having substantial monetary value or risk of fraud, or involving 

access to private information where the likelihood of malicious 

access is substantial.  This level of assurance includes the following 

certificate policies: Medium, Medium CBP, and Medium Device. 

The use of SHA-1 to create digital signatures is deprecated 

beginning January 1, 2011.  As such, use of certificates associated 

with the id-fpki-SHA1-medium, id-fpki-SHA1-medium-CBP, and id-

fpki-SHA1-devices policy OIDs should be limited to applications for 

which the risks associated with the use of a deprecated 

cryptographic algorithm have been deemed acceptable. 

PIV-I Card 

Authentication 

This level is relevant to environments where risks and consequences 

of data compromise are moderate.  This may include contactless 

smart card readers where use of an activation PIN is not practical. 
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Assurance Level Appropriate Certificate Uses 

Medium 

Hardware 

This level is relevant to environments where threats to data are high 

or the consequences of the failure of security services are high.  This 

may include very high value transactions or high levels of fraud risk.  

This level of assurance includes the following certificate policies: 

Medium Hardware, Medium Hardware CBP, Medium Device 

Hardware, PIV-I Hardware, and PIV-I Content Signing. 

The use of SHA-1 to create digital signatures is deprecated 

beginning January 1, 2011.  As such, use of certificates associated 

with the id-fpki-SHA1-hardware and id-fpki-SHA1-mediumHW-

CBP policy OIDs should be limited to applications for which the 

risks associated with the use of a deprecated cryptographic 

algorithm have been deemed acceptable. 

High 

This level is reserved for cross-certification with government entities 

and is appropriate for those environments where the threats to data 

are high, or the consequences of the failure of security services are 

high.  This may include very high value transactions or high levels 

of fraud risk.   

 

Federal relying parties should review more detailed guidance governing the use of electronic 

signatures (which include the use of digital certificates) issued by the Office of Management and 

Budget implementing the Government Paperwork Elimination Act (Federal Register May 2000: 

Volume 65, Number 85, Page 25508),, as well as more detailed subordinate guidance issued by 

other agencies pursuant to OMB direction (such as NIST Federal Information Processing 

Standards, NIST and Special Publications and electronic record retention guidance provided by 

the National Archives and Records Administration).).  

1.4.2 Prohibited Certificate Uses 

No stipulation. 

Certificates that map to id-fpki-certpcy-pivi-cardAuth must be used only to authenticate the 

hardware token containing the associated private key and must not be interpreted as 

authenticating the presenter or holder of the token.  

1.5 POLICY ADMINISTRATION 

1.5.1 Organization Administering the Document 

The FPKIPA is responsible for all aspects of this CP. 

1.5.2 Contact Person 

Contact information for the support and co-chairs for the FPKIPA is fpki@gsa.govQuestions 

regarding this CP shall be directed to the Chair of the Federal PKI Policy 
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Authority, whose address can be found at http://www.idmanagement.gov/fpkipa. 

. 

1.5.3 Person Determining Certification Practices StatementCPS Suitability for 
the Policy 

The Certification Practices Statement must conform to the corresponding Certificate Policy.  The 

FPKIPA is responsible for asserting whether the FBCA CPS conforms to the FBCAthis CP.  

Entities must designate the person or organization that asserts that their CPS(s) conforms to their 

CP(s). 

In each case, the determination of suitability shallmust be based on an independent compliance 

auditor’s results and recommendations.  See Section 8 for further details. 

1.5.4 CPS Approval Procedures 

The FPKIMA shall submitsubmits the FBCA CPS and the results of a compliance audit to the 

FPKIPA for approval.  The FPKIPA shall vote to accept or reject the CPS.  If rejected, the 

FPKIMA shall resolve the identified discrepancies and resubmit to the FPKIPA.  The FBCA is 

required tomust meet all facets of the policy.  The FPKIPA willdoes not issue waivers. 

Entity CAs shallmust submit their CPS and the results of their compliance audit to the 

appropriate authority (See Section 1.5.3) for approval.  An Entity CA’s CPS shall beis required 

to meet all facets of its policy.  Waivers, while discouraged, may be permitted in order to meet 

urgent unforeseen operational requirements.  Any waivers issued by Entity CAs are considered 

changes to the corresponding CP, and may result in revocation of the cross-certificate by the 

FPKIPA.  

1.6 DEFINITIONS AND ACRONYMS 
See Sections 11Appendix D and 12Appendix E. 
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2.  PUBLICATION &AND REPOSITORY RESPONSIBILITIES 

2.1 REPOSITORIES 
The FPKIMA shall operate repositories to support FBCA operations.   

 

Entity PKIs are responsible for operation of repositories to support their PKI operations.   

 

Entities who cross-certify with the FBCA shall ensure interoperability with the FBCA repository. 

2.1.1 FBCA Repository Obligations 

The FPKIMA may use a variety of mechanisms for posting information into a repository as 

required by this CP. These mechanisms at a minimum shall include: 

�x X.500 Directory Server System that is optionallypublicly accessible through the 

Lightweight Directory Access Protocol, 

 
Practice Note: The X.500 Directory Server System supporting LDAP will remain available until such time 

as the FPKIMA has determined that the Federal PKI community no longer requires Directory System 

Protocol (DSP). 

�x Availability of the information as required by the certificate information posting and 

retrieval stipulations of this CP,repository system must be designed and 

Access control implemented to provide 99% availability overall and communication mechanisms 

when needed to protect repository information as described in later sections.limit scheduled 

down-time to 0.5% annually.  

2.2 PUBLICATION OF CERTIFICATION INFORMATION 

2.2.1 Publication of Certificates and Certificate Status 

CA and End Entity certificates shall onlymust contain valid Uniform Resource Identifiers (URIs) 

that are publicly accessible by relying parties, for the purposes of certification path building and 

for revocation checking. 

 

The FPKIMA shallAll CAs that issue CA certificates must publish all CA certificates it issues in 

a file available via a publicly accessible HTTP URI.  This URI must be asserted in the Subject 

Information Access (SIA) extension in all valid certificates issued to the CA.  The file must be a 

certs-only Cryptographic Message Syntax file that has an extension of .p7c. 

With the exception of self-signed certificates, all CA certificates must be published by the 

Subject CA in a file available via a publicly accessible HTTP URI.  This URI must be asserted in 

the Authority Information Access (AIA) extension in all valid certificates issued by the Subject 

CA.  The file must be:  

�x a certs-only Cryptographic Message Syntax file that has an extension of .p7c, or to the 

FBCA and all CRLs 
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�x a single DER encoded certificate that has an extension of .cer 

The certs-only Cryptographic Message Syntax format is preferred as it allows flexibility for 

inclusion of multiple certificates. 

CAs must publish the latest CRL covering all unexpired certificates via a publicly accessible 

HTTP URI until such time as all issued certificates have expired.  This URI must be asserted in 

the CRL distribution point extension of all certificates issued by the FBCA in the FBCAthat CA, 

except for OCSP responder certificates that include the id-pkix-ocsp-nocheck extension. 

A CSS provides status information about certificates on behalf of a CA through on-line 

transactions.   

CAs that support PIV-I must include a CSS in the form of a delegated Online Certificate Status 

Protocol (OCSP) service, as described in [RFC 6960], to provide on-line status information for 

Subscriber certificates via a publicly accessible HTTP URI in the AIA extension.  The operations 

of the OCSP service are within the scope of this CP.  

Pre-generated OCSP responses may be created by the CSS and distributed to OCSP servers.  

OCSP responses, like CRLs, are publicly distributable data.  OCSP servers that lack OCSP 

response signing capability have the same security requirements as a repository.   hosting CRLs. 

 

At a minimum, the OCSP services that are locally trusted, as described in [RFC 6960], are not 

covered by this policy. 

2.2.2 Publication of CA Information 

This CP, the FBCA CPS and the annual PKI Compliance Audit Letter for the FBCA are publicly 

available on https://www.idmanagement.gov/governance/fpkiaudit/.   

Entity CPs must be available in public repositories shall contain all CA certificates issued by . 

Time or to the Entity PKI and CRLs issued by the Entity PKI. 

For the FBCA, mechanisms and procedures shall be designed to ensure CA certificates and 

CRLs are available for retrieval 24 hours a day, 7 days a week, with a minimum of 99% 

availability overall per year and scheduled down-time not to exceed 0.5% annually. 

Entity CAs being considered for cross certification shall be designed to comply with this 

requirement. 

 

 

Practice Note: Where repository systems are distributed, the availability figures apply to the system as a whole, 

rather than each component.  Availability targets exclude network outages. 
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2.2.21.1.1 Publication of CA Information 

The FPKIMA shall publish information concerning the FBCA necessary to support its use and 

operation. The FBCA CP shall be publicly available on the FPKIPA website (see 

http://www.idmanagement.gov/fpkipa).  The FBCA CPS will not be published; a redacted 

version of the CPS will be publicly available from the FPKIPA website (see 

http://www.idmanagement.gov/fpkipa). 

 

Publication of CA information in the Entity repositories is a local decision. 

2.2.3 Interoperability 

Where certificates and CRLs are published in directories, standards-based schemas for directory 

objects and attributes are recommended.  Detailed information is available in technical guidance 

from the FPKIMA; for more information, see the FPKIMA website (see 

http://www.idmanagement.gov/fpkima). 

2.3 FREQUENCY OF PUBLICATION 
This CP and any subsequent changes shall beare made publicly available within thirty (30) days 

of approval. 

Publication requirements for CRLs are provided in Sections 4.9.7 and 4.9.12. 

2.4 ACCESS CONTROLS ON REPOSITORIES 
The FPKIMA and Entity CAs shall protect any repositoryRepositories hosting CA certificates, 

CRLs, and pre-generated OCSP responses (if implemented) must be publicly accessible.  

Information not intended for public dissemination or modification. Certificates and certificate 

status information in the FBCA repository shall be publicly available through the Internet must 

be protected.  

 

Direct and/or remote access to information in Entity CA repositories shall be determined by the 

Entity pursuant to the rules and statutes that apply to that entity. Certificates and certificate status 

information in the Entity repository should be publicly available through the Internet wherever 

reasonable.  At a minimum, the Entity repositories shall make CA certificates and CRLs issued 

by the Entity PKI and CA certificates issued to the Entity PKI available to Federal Relying 

Parties. 

Posted certificates, CRLs, and pre-generated OCSP responses may be replicated in additional 

repositories for performance enhancement. 



 

21 

  

3.  IDENTIFICATION &AND AUTHENTICATION 

3.1 NAMING 

3.1.1 Types of Names 

The FBCA shall only generate This CP establishes requirements for both subject distinguished 

names and signsubject alternative names. 

CA certificates thatmust contain a non-null subject Distinguished Name (DN).  Certificates 

issued by the FBCA may also include alternative name forms. 

For Entity CAs, the following rules apply.   All CA and RA certificates shallmust include a non-

NULL subject DN.  All certificates issued to end entities, except those issued at the Rudimentary 

level of assurance, shall include a non-NULL subject DN.  Certificates issued at the Rudimentary 

level of assurance may include a null subject DN if they include at least one alternative name 

form.  Certificates at all levels of assurance may include alternative name forms.  This CP does 

not restrict the types of names that can be used. 

The table below summarizesspecifies the naming requirements that apply to each level of 

assurance.  

Assurance Level Naming Requirements 

Rudimentary 
Non-Null Subject Name, or Null Subject Name if Subject Alternative 

Name is populated and marked critical 

Basic 
Non-Null Subject Name, and optional Subject Alternative Name if 

marked non-critical 

Medium 

(all policies) 

Non-Null Subject Name, and optional Subject Alternative Name if 

marked non-critical 

PIV-I Card 

Authentication 

Non-Null Subject Name, and Subject Alternative Name 

High 
Non-Null Subject Name, and optional Subject Alternative Name if 

marked non-critical 

 

PIV-I Hardware certificates shall indicate whether or not the Subscriber is associated with an 

Affiliated Organization by taking one of the following forms: 

For certificates with an Affiliated Organization: 

cn=Subscriber's full name, ou=Affiliated Organization Name,{Base DN} 

For certificates with no Affiliated Organization: 
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cn=Subscriber's full name, ou=Unaffiliated, ou=�(�Q�W�L�W�\���&�$�¶�V���1�D�P�H,{Base DN}  

 

PIV-I Content Signing certificates shall clearly indicate the organization administering the CMS. 

3.1.1.1 Subject Names 
Certificates issued to Subscribers must include distinguished names that are comprised of a base 

distinguished name (Base DN) and additional relative distinguished names (RDNs).  The Entity 

CP must define the permitted Base DN(s). 

A Device Subscriber name must be a unique name for the device and must not take the form of a 

Human Subscriber name.   

Role-based and group certificates may be issued under any non-PIV-I human subscriber policy.   

�x Role-based certificates identify a specific role on behalf of which one or more subscribers 

are authorized to act rather than the subscriber’s name.  Where the organization is 

implicit in the role, it may be omitted.  Where the role alone is ambiguous, the 

organization must be present in the DN.  

�x The subjectName DN in a group certificate must not imply that the subject is a single 

individual, e.g., by inclusion of a human name form 

For PIV-I Card Authentication subscriber certificates, use of the subscribersubscriber’s common 

name is prohibited., instead a serialNumber=UUID is required.  

PIV-I Card Authentication certificates shallThe UUID must be encoded within the serialNumber 

attribute using the UUID string representation defined in Section 3 of RFC 4122. 

PIV-I Hardware certificates may be issued to individuals external to the entity operating the CA.  

Such individuals may or may not be affiliated with an organization.  In these cases, the PIV-I 

Hardware certificates must indicate whether or not the Subscriber is associated with an Affiliated 

Organization by taking one of the following forms:  

For PIV-I Hardware certificates with an Affiliated Organization:  

serialNumbercn=Subscriber's full name, ou=Affiliated Organization Name, {Base DN}  

For PIV-I cardAuth certificates with an Affiliated Organization:  

serial number=UUID, ou=Affiliated Organization Name,{, {Base DN}  

For PIV-I Hardware certificates with no Affiliated Organization:  

serialNumbercn=Subscriber's full name, ou=Unaffiliated, ou=Entity CA’s Name, {Base 

DN}  

For PIV-I cardAuth certificates with no Affiliated Organization:  
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serial number=UUID, ou=Unaffiliated, ou=Entity CA’s Name,{, {Base DN} 

 

TheThis requirement does not apply to CAs that issue PIV-I certificates only to a single 

organization, designated in the CA issuer name. 

PIV-I Content Signing certificates must clearly indicate the organization administering the CMS. 

3.1.1.2 Subject Alternative Names 
PIV-I Hardware and PIV-I Card Authentication certificates must include a subject alternate name 

extension, containing a UUID shall bevalue encoded within the serialNumber attribute using the 

UUID string representation definedas a URI as specified in Section 3 of [RFC 4122 (e.g., 

“f81d4fae-7dec-11d0-a765-00a0c91e6bf6”).]. 

PIV-I Card Authentication certificates must not include any other name in the subject alternative 

name extension. 

Subscriber certificates that contain id-kp-emailProtection in the EKU must include a subject 

alternative name extension that includes a rfc822Name. 

For Device Subscriber certificates that assert serverAuth in the Extended Key Usage: 

�x Wildcard domain names are permitted in the dNSName values only if all sub-domains 

covered by the wildcard fall within the same application, cloud service, or system 

boundary within the scope of the sponsoring organization. 

�x Wildcards must not be used in subdomains that host more than one distinct application 

platform.  

3.1.2 Need for Names to Be Meaningful 

Names used in the certificates issued by the FBCA and/or Entity CAs must identify the person or 

object to which they are assigned in a meaningful way. 

The common name in the distinguished name must represent the Subscriber in a way that is 

easily understandable for humans.  For Human Subscribers, this will typically be a legal name. 

When DNs are used, the directory information tree must accurately reflect organizational 

structures.  

When DNs are used, the common name must respect name space uniqueness requirements and 

must not be misleading.  This does not preclude the use of pseudonymous certificates as defined 

in Section 3.1.3.  The subject name in CA certificates must match the issuer name in certificates 

issued by the CA, as required by [RFC 5280].  

When User Principal Names (UPN) are used, they must be unique and accurately reflect 

organizational structures. 



 

24 

  

3.1.3 Anonymity or Pseudonymity of Subscribers 

CA certificates must not contain anonymous or pseudonymous identities. 

The FBCA shalldoes not issue anonymous certificates.  Pseudonymous certificates may be 

issued by the FBCA to support internal operations.  CA certificates issued by the FBCA shall not 

contain anonymous or pseudonymous identities. 

DNs in subscriber certificates issued by Entity CAs may contain a pseudonym (such as a large 

number) as long as name space uniqueness requirements are met. 

CAs may issue role-based or group certificates that identify subjects by their organizational 

roles.  Each identified ‘role’ or ‘group’ must meet name space uniqueness requirements. 

3.1.4 Rules for Interpreting Various Name Forms 

No stipulation for the FBCA. 

 

Rules for interpreting distinguished name forms are specified in [X.501].  

Rules for interpreting e-mail addresses are specified in [RFC 5322].   

Rules for interpreting PIV-I certificate UUID names are specified in [RFC 4122]. 

Entity CAs mustmay specify additional rules for interpreting names in Subscriber certificates in 

the Entity CP or a referenced certificate profile.  (The rules may be simply a description of 

naming conventions.) 

Rules for interpreting PIV-I certificate UUID names are specified in RFC 4122. 

3.1.5 Uniqueness of Names 

Name uniqueness must be enforced by the FBCACA. 

Each CA and Entity CAsits associated RAs must enforce name uniqueness within the X.500 

namespace.  When other name forms are used, they too must be allocated such that name 

uniqueness is ensured for certificates issued by that CA. 

Practice Note:  For distinguished names, name uniqueness is enforced for the entire name rather 

than a particular attribute (e.g., the common name). 

The FPKIPA is responsible for ensuring name uniqueness in certificates issued by the FBCA.  

Entity CAs shallmust identify the authority that is responsible for ensuring name uniqueness in 

certificates issued by the entity CA. Name uniqueness is not violated when multiple certificates 

are issued to the same entity. 
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3.1.6 Recognition, Authentication, &and Role of Trademarks 

The FPKIPA shall resolveresolves any name collisions or disputes regarding FBCA-issued 

certificates brought to its attention.  Consistent with Federal Policy, the FBCA will not 

knowingly use trademarks in names unless the subject has the rights to use that name. 

Entity CPs must identify the use and role of trademarks within their PKI environments. 

3.2 INITIAL IDENTITY VALIDATION 

3.2.1 Method to Prove Possession of Private Key 

In all cases where the party named in a certificate generates its own keys that party shall be 

required tomust prove possession of the private key that corresponds to the public key in the 

certificate request.  

Practice Note:  For signature keys, this may be done by the entity using its private key to sign a 

value and providing that value to the CA.  The CA must then validate the signature using the 

party’s public key.  The Federal PKI Policy Authority may allow other mechanisms that are at 

least as secure as those cited here. 

In the case where a key generation is generated byperformed under the CA or RA either (1) 

directly on the party’s hardware or software token; or (2) in a key generator that benignly 

transfers the key to the party’s token, thenRA’s direct control, proof of possession is not 

required. (e.g., key management certificates generated in a system allowing key escrow). 

3.2.2 Authentication of Organization Identity 

Requests for FBCA, Entity CA, or Subscriber certificates in the name of an Affiliated 

organization shallmust include the organization name, address, and documentation of the 

existence of the organization. 

 

The FPKIMA or Entity RA shall  Before issuing CA certificates, an authority for the issuing CA 

must verify the information, in addition to the authenticity of the requesting representative and 

the representative’s authorization to act in the name of the organization. 

Before issuing subscriber certificates on behalf of an affiliated organization, the issuing CA must 

verify the authority of requesting representatives. 

3.2.3 Authentication of Individual Identity 

PIV-I HardwareFor each certificate issued, the CA must authenticate the identity of the 

individual requestor. 

Practice Note:  For signature keys, this may be done by the entity using its private key to sign 

a value and providing that value to the FBCA or Entity CA. The FBCA or Entity CA shall 

then validate the signature using the party’s public key. The Federal PKI 

Policy Authority may allow other mechanisms that are at least as secure as those cited here. 
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In addition to the processes described below, Subscriber certificates shall onlymay be issued to 

human subscribers.on the basis of an electronically authenticated request, using a valid signature 

or authentication certificate and associated private key, with the following restrictions: 

�x The assurance level of the new certificate must be the same or lower than the assurance 

level of the certificate used to authenticate the request; 

�x Identity information in the new certificate must match the identity information from the 

signature or authentication certificate; 

�x The expiration date of the new certificate shall not exceed the next required initial 

identity authentication date associated with the certificate used to authenticate the 

request. 

�x The next required initial identity authentication date remains unchanged in the event of a 

new certificate issuance based on electronic authentication. 

 

3.2.3.1 Authentication of Human Subscribers 
For Subscribers, the FPKIMA or Entity CA, and/or associated RAs shallmust ensure that the 

applicant’s identity information is verified in accordance with the process established by the 

applicable CP and CPS.  Process information shall dependdepends upon the certificate level of 

assurance and shallmust be addressed in the FBCA or Entityapplicable CPS.  The documentation 

and authentication requirements shall vary depending upon the level of assurance. 

 

For Medium and High Assurance, identity shall be established no more than 30 days before 

initial certificate issuance Entity CAs being considered for cross certification must comply with 

this requirement. 

The FPKIMA, Entity CAs and/or RAs shallmust record the information set forth below for 

issuance of each certificate: 

�x The identity of the person performing the identification and either; 

o A signed declaration by that person that he or she verified the identity of the 

applicant as required using the format set forth at 28 U.S.C. 1746 (declaration 

under penalty of perjury) or comparable procedure under local law. The signature 

on the declaration may be either a handwritten or digital signature using a 

certificate that is of equal or higher level of assurance as the credential being 

issued; 

o An auditable record linking the authentication of the person performing the 

identification to their verification of each Applicant. 
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�x If in-person or supervised remote1 identity proofing is done, a unique identifying 

number(s) from the ID(s) of the applicant, or a facsimile of the ID(s); 

�x If electronic authentication is done, a unique identifying number(s) from the signature or 

authentication certificate must be retained (e.g., certificate, serial number, thumbprint, 

SKI, public key, etc.) 

�x The date of the verification; and either: 

o An auditable record indicating the applicant accepted the certificate; or 

o A declaration of identity signed by the applicant using a handwritten signature or 

appropriate digital signature (see Practice Note) and performed in the presence of 

the person performing the identity authentication, using the format set forth at 28 

U.S.C. 1746 (declaration under penalty of perjury) or comparable procedure 

under local law. 

Practice Note: In those cases, in which the individual is in possession of a valid digital 

signature credential of equal or higher level of assurance or the signature certificate is 

generated immediately upon authentication of the applicant’s identity, the applicant may sign 

the declaration of identity and certificate of acceptance using the digital credential.  In the 

latter case, if the applicant fails to sign the declaration of identity, then the certificate must be 

revoked. 

 

The table below summarizes the identification requirements for each level of assurance. 

 

Assurance Level Identification Requirements 

Rudimentary 
No identification requirement; applicant may apply and receive 

a certificate by providing his or her e-mail address 

 

1 The minimum requirements associated with supervised remote identity proofing are described 

in NIST SP 800-63A, Digital Identity Guidelines: Enrollment and Identity Proofing, Section 

5.3.3. In addition, the supervised remote process for PIV-I policies must have the capability of 

capturing an approved biometric. 

Practice Note: In those cases in which the individual is in possession of a valid digital signature 

credential of equal or higher level of assurance or the signature certificate is generated immediately 

upon authentication of the applicant’s identity, the applicant may sign the declaration of identity and 

certificate of acceptance using the digital credential. In the latter case, if the applicant fails to sign the 

declaration of identity then the certificate must be revoked. 
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Assurance Level Identification Requirements 

Basic 

Identity may be established by in-person proofing before a 

Registration Authority or Trusted Agent; or remotely verifying 

information provided by applicant including ID number and 

account number through record checks either with the applicable 

agency or institution or through credit bureaus or similar 

databases, and confirms that: name, date of birth, address and 

other personal information in records are consistent with the 

application and sufficient to identify a unique individual. 

Address confirmation:                                                                               

a) Issue credentials in a manner that confirms the address of 

record supplied by the applicant; or                                                              

b) Issue credentials in a manner that confirms the ability of the 

applicant to receive telephone communications at a number 

associated with the applicant in records, while recording the 

applicant’s voice. 

Medium 

(all policies) 

Identity must be established by in-person or supervised remote 

proofing before the Registration Authority, Trusted Agent or an 

entity certified by a State or Federal Entity as being authorized 

to confirm identities; information provided must be verified to 

ensure legitimacy.  A trust relationship between the Trusted 

Agent and the applicant which is based on an in-person 

antecedent may suffice as meeting the in-person identity 

proofing requirement.  Credentials required are one Federal 

Government-issued Picture I.D., one REAL ID Act compliant 

picture ID2, or two Non-Federal Government I.D.s, one of which 

must be a photo I.D. Any credentials presented must be 

unexpired. 

PIV-I identity must be verified in accordance with the 

requirements specified for issuing PIV in Section 2.7 of [FIPS 

201] For PIV-I, the use of an in-person antecedent is not 

applicable. 

 

2 REAL ID Act compliant IDs are identified by the presence of the DHS REAL ID star 
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Assurance Level Identification Requirements 

High 

Identity established by in-person appearance before the 

Registration Authority or Trusted Agent; information provided 

must be checked to ensure legitimacy 

Credentials required are either one Federal Government-issued 

Picture I.D., one REAL ID Act compliant picture ID., or two 

Non-Federal Government I.D.s, one of which must be a photo 

I.D. (e.g., Driver’s License) 

 

A CPS must indicate what actors, roles, responsibilities and activities are leveraged when relying 

on in-person antecedent to support identity proofing (e.g., agreement with a professional 

organization to use a member identification number and associated provided point of contact 

information as antecedent, or electronic authentication using a medium or above certificate being 

traced back to the initial identity proofing event). 

For All Levels except PIV-I: If an applicant is unable to perform face-to-face, either in-person 

or supervised remote, registration (e.g., a network device), the applicant may be represented by a 

trusted person already issued a digital certificate by the Entity.  The trusted person will present 

information sufficient for registration at the level of the certificate being requested, for both 

himself/herself and the applicant who the trusted person is representing. 

For the Basic and Medium Assurance Levels: An entity certified by a State or Federal Entity 

as being authorized to confirm identities may perform in-person authentication on behalf of the 

RA. and may be considered a Trusted Agent.  The certified entity forwards the information 

collected from the applicant directly to the RA in a secure manner.  Packages secured in a 

tamper-evident manner by the certified entity satisfy this requirement; other secure methods are 

also acceptable.  Such authentication does not relieve the RA of its responsibility to verify the 

presented data. 

For PIV-I Certificates: PIV-I Hardware certificates must be issued only to human subscribers.  

The following biometric data shallmust be collected during the identity proofing and registration 

process, and shallmust be formatted in accordance with [NIST SP 800-76-2] (see Appendix A): 

�x An electronic facial image used for printing facial image on the card, as well as for 

performing visual authentication during card usage. A new facial image shall be collected 

each time a card is issued; and;  

�x Two electronic fingerprints to be stored on the card for automated authentication during 

card usage.; and 
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The table below 

summarizes the 

identification 

requirements for 

each level of 

assurance.Assura

nce Level 

Identification Requirements 

Rudimentary 
No identification requirement; applicant may apply and receive 

a certificate by providing his or her e-mail address 

Basic 

Identity may be established by in-person proofing before a 

Registration Authority or Trusted Agent; or remotely verifying 

information provided by applicant including ID number and account 

number through record checks either with the applicable agency or 

institution or through credit bureaus or similar databases, and 

confirms that: name, DoB, address and other personal information in 

records are consistent with the application and sufficient to identify a 

unique individual. 

Address confirmation:                                                                               

a) Issue credentials in a manner that confirms the address of record 

supplied by the applicant; or                                                              

b) Issue credentials in a manner that confirms the ability of the 

applicant to receive telephone communications at a number 

associated with the applicant in records, while recording the 

applicant’s voice. 

Medium 

(all policies) 

Identity shall be established by in-person or supervised remote 

proofing before the Registration Authority, Trusted Agent or an 

entity certified by a State or Federal Entity as being authorized to 

confirm identities; information provided shall be verified to ensure 

legitimacy. A trust relationship between the Trusted Agent and the 

applicant which is based on an in-person antecedent may suffice as 

meeting the in-person identity proofing requirement. Credentials 

required are one Federal Government-issued Picture I.D., one REAL 

ID Act compliant picture ID3, or two Non-Federal Government I.D.s, 

one of which shall be a photo I.D. Any credentials presented must be 

unexpired. 

Clarification on the trust relationship between the Trusted Agent and 

the applicant, which is based on an in-person antecedent identity 

 

3 REAL ID Act compliant IDs are identified by the presence of the DHS REAL ID star 
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The table below 

summarizes the 

identification 

requirements for 

each level of 

assurance.Assura

nce Level 

Identification Requirements 

proofing event, can be found in the FBCA Supplementary Antecedent, 

In-Person Definition document. 

For PIV-I, credentials required are two identity source documents in 

original form. The identity source documents must come from the list 

of acceptable documents included in Form I-9, OMB No. 1115-0136, 

Employment Eligibility Verification. At least one document shall be a 

valid State or Federal Government-issued picture identification (ID).  

For PIV-I, the use of an in-person antecedent is not applicable. 

High 

Identity established by in-person appearance before the Registration 

Authority or Trusted Agent; information provided shall be checked to 

ensure legitimacy 

Credentials required are either one Federal Government-issued 

Picture I.D., or two Non-Federal Government I.D.s, one of which 

shall be a photo I.D. (e.g., Drivers License) 

In the event an applicant is denied a credential based on the results of the identity proofing 

process, the Entity shallmust provide a mechanism for appeal or redress of the decision. 

3.2.3.2 Authentication of Human Subscribers for Role-based Certificates 
There is a subset of Human Subscribers who will be issued role-based certificates. These 

certificates will identify a specific role on behalf of which the subscriber is authorized to act 

rather than the subscriber’s name and are issued in the interest of supporting accepted business 

practices. The role-based certificate can be used in situations where non-repudiation is desired. 

Normally, it will be issued in addition to an individual Subscriber certificate. A specific role may 

be identified in certificates issued to multiple subscribers, however, the key pair will be unique to 

each individual role-based certificate (i.e. there may be four individuals carrying a certificate 

issued in the role of “Chief Information Officer” however, each of the four individual certificates 

will carry unique keys and certificate identifiers). Roles for which role-based certificates may be 

issued are limited to those that uniquely identify a specific individualrole within an organization 

(e.g., Chief Information Officer is a unique individualrole whereas Program Analyst is not).  

Role-based certificates shallmust not be shared, but shallmust be issued to individual subscribers 

and protected in the same manner as individual certificates. 

The FPKIMA and/or Entity CAs shallCAs must record the information identified in Section 

3.2.3.1 for a sponsor associated with the role before issuing a role-based certificate.  The sponsor 
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must hold an individual certificate in his/her own name issued by the same CAEntity at the same 

or higher assurance level as the role-based certificate.  

The procedures for issuing role-based tokens must comply with all other stipulations of this CP 

(e.g., key generation, private key protection, and Subscriber obligations).  

For pseudonymous certificates that identify subjects by their organizational roles, the CA 

shallmust validate that the individual either holds that role or has been delegated the authority to 

sign on behalf of the role. 

Practice Note: When determining whether a role-based certificate is warranted, consider 

whether the role carries inherent authority beyond the job title.  Role-based certificates may 

also be used for individuals on temporary assignment, where the temporary assignment carries 

an authority not shared by the individuals in their usual occupation, for example: “Shift Lead, 

Security Operations Center”. 

 

3.2.3.3 Authentication of Human Subscribers for Group Certificates 
Normally, a certificate shall beis issued to a single Subscriber.  For cases where there are several 

entities acting in one capacity, and where non-repudiation for transactions is not desiredrequired, 

a certificate may be issued that corresponds to a private key that is shared by multiple 

Subscribers. The FPKIMA, Entities CAs and/or RAs shallmust record the information identified 

in Section 3.2.3.1 for a sponsor from the Information Systems Security Office or equivalent 

before issuing a group certificate. 

In addition to the authentication of the sponsor, the following procedures shall be performed for 

members of the groupapplies: 

�x The Information Systems Security Office or equivalent shall beis responsible for ensuring 

control of the private key, including maintaining a list of Subscribers who have access to 

use of the private key, and accounting for which Subscriber had control of the key at 

what time. 

�x The subjectName DN must not imply that the subject is a single individual, e.g.., by 

inclusion of a human name form; 

�x The list of those holdingwith access to the shared private key must be provided to, and 

retained by, the applicable CA or its designated representative; and 

�x The procedures for issuing tokens for use in shared key applications must comply with all 

other stipulations of this CP (e.g., key generation, private key protection, and Subscriber 

obligations). 

3.2.3.4 Authentication of Devices 
Some computing and communications devices (routers, firewalls, servers, etc.) will be named as 

certificate subjects.  In such cases, the device must have a human sponsor.  The sponsor is 
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responsible for the security of the private key and for providing the following registration 

information: 

�x Equipment identification (e.g., serial number) or service name (e.g., DNS name) or 

unique software application name 

�x Equipment or software application public keys 

�x Equipment or software application authorizations and attributes (if any are to be included 

in the certificate) 

�x Contact information to enable the CA or RA to communicate with the sponsor when 

required 

 

These certificates shall be issued only to devices under the issuing entity’s control (i.e., require 

registration and validation that meets all issuing agency’s requirements, as well as requiring re-

validation prior to being re-issued). In the case a human sponsor is changed, the new sponsor 

shallmust review the status of each device under his/her sponsorship to ensure it is still 

authorized to receive certificates.  The CPS shallmust describe procedures to ensure that 

certificate accountability is maintained. 

The registration information shallmust be verified to an assurance level commensurate with the 

certificate assurance level being requested.  For certificates issued withthat assert a certificate 

policy mapped to the medium Device and id-fpki-certpcy-mediumDevice or id-fpki-certpcy-

mediumDeviceHardware policies, registration information shallmust be verified commensurate 

with the Medium assurance level.  Acceptable methods for performing this authentication and 

integrity checking include, but are not limited to: 

�x Verification of digitally signed messages sent from the sponsor (using certificates of 

equivalent or greater assurance than that being requested). 

�x In person or supervised remote registration by the sponsor, with the identity of the 

sponsor confirmed in accordance with the requirements of Section 3.2.3.1. 

3.2.4 Non-verified Subscriber Information 

Except for the rudimentary assurance level, all Subscriber information that is not verified shall 

not be included in certificates must be verified. 

3.2.5 Validation of Authority 

For cross-certification, the FPKIMA shall validateFPKIPA validates the representative’s 

authorization to act in the name of the organization. 

Entity CAs must validate the requestor’s authority to act in the name of the organization before 

issuing organizational certificates. 
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3.2.6 Criteria for Interoperation 

The FPKIPA shall determinedetermines the criteria for cross-certification with the FBCA.  See 

also the Federal Public Key Infrastructure Bridge Application Process Overview document 

[BRIDGE PROCESS] and the Federal Public Key Infrastructure Annual Review Requirements 

[AUDIT] document. Under no circumstances shall any certificate Entity CAs must not have 

more than one intentional trust path to the FBCA, irrespective of extension processing. 

Note: Multiple trust paths created as a result of certificate renewal or CA rekey do not violate the 

single trust path requirement above. 

3.3 IDENTIFICATION AND AUTHENTICATION FOR RE-KEY 
REQUESTS 

3.3.1 Identification and Authentication for Routine Re-key 

In the event that a Principal CA re-key is required, a new certificate will be issued to Principal 

CAs by the FBCA.  Before issuance, the Principal CA shall identify itself through use of its 

current signature key or the initial registration process.  If it has been more than three years since 

a Principal CA was identified as required in Section 3.2, identity shall be re-established through 

the initial registration process. 

If an Entity CA cross-certified with the FBCA performs a re-key, it must request a new cross-

certificate from the FPKIPA.   

Subscribers of Entity CAs shallmust identify themselves for the purpose of re-keying as required 

in table below. 

Assurance Level Routine Re-key Identity Requirements for Subscriber Signature, 

Authentication and Encryption Certificates 

Rudimentary Identity may be established through use of current signature key. 

Basic 

Identity may be established through use of current signature key, except that 

identity shallmust be reestablished through initial registrationidentity 

validation process at least once every 15 years from the time of initial 

registration. 
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Assurance Level Routine Re-key Identity Requirements for Subscriber Signature, 

Authentication and Encryption Certificates 

Medium 

(all policies) 

and PIV-I Card 

Authentication 

Identity may be established through use of current signature key, except that 

identity shallmust be established through initial registrationidentity 

validation process at least once every ninetwelve (12) years from the time of 

initial registration. 

For certificates asserting policies mapped to id-fpki-certpcy-mediumDevice 

and or id-fpki-certpcy-mediumDeviceHardware certificates, identity may be 

established through the use of the device’s current signature key or using 

means commensurate with the strengththe signature key of the certificate 

being requested, except that identity shall be established through initial 

registration process at least once every nine years from the time of initial 

registrationdevice’s human sponsor. 

PIV-I Card 

Authentication 

Identity may be established through use of the current signature key 

certificate, except that identity shall be established through initial registration 

process at least once every nine years from the time of initial registration. 

High 

Identity may be established through use of current signature key, except that 

identity shallmust be established through initial registrationidentity 

validation process at least once every three years from the time of initial 

registration. 

3.3.2 Identification and Authentication for Re-key after Revocation 

After a certificate has been revoked other than during a renewal or update action, the subscriber 

is required to go through the initial registration process described in Section 3.2 to obtain a new 

certificate. (This applies to all certificates issued by both Entity CAs and the FBCA.), unless 

identity can be verified through the use of biometrics on file through the chain of trust defined in 

[FIPS 201].  

3.4 IDENTIFICATION AND AUTHENTICATION FOR REVOCATION 
REQUESTREQUESTS 

Revocation requests must be authenticated.  Requests to revoke a certificate may be 

authenticated using that certificate's public key, regardless of whether or not the associated 

private key has been compromised. 

3.5 IDENTIFICATION AND AUTHENTICATION FOR KEY RECOVERY 
REQUESTS 

This section is applicable only for those Entity CAs that support key escrow and recovery of 

private keys. 
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3.5.1 KRA Authentication 

The KRA must authenticate to the KED or DDS directly or using a public key certificate issued 

by the associated PKI.  The assurance level of the certificate must be the same as or greater than 

that of the certificate whose corresponding private key is being recovered and must meet the 

requirements of an RA credential. 

3.5.2 KRO Authentication 

The KRO must authenticate to the KRA using a public key certificate issued by the associated 

PKI.  The assurance level of the certificate must be the same as or greater than that of the 

certificate whose corresponding private key is being recovered and must meet the requirements 

of an RA credential. 

3.5.3 Subscriber Authentication 

The Subscriber identity must be established as specified in Section 3.3.1 above.  Alternatively, if 

the authentication cannot be verified using the public key certificates issued by the associated 

PKI and for at least the given certificate policy assurance level, then the identity validation can 

use the steps outlined in Section 3.2.3.1.  

For automated self-recovery, the Subscriber must be authenticated to the KED using a valid 

public key certificate.  The assurance level of the Subscriber certificate must be equal to or 

greater than that of the certificate whose corresponding private key is being recovered.  

3.5.4 Third-Party Requestor Authentication 

 The KRA or KRO must verify the identity and authorization of the Requestor prior to initiating 

the key recovery request.   

Third-Party Requestor identity authentication must be commensurate with the assurance level of 

the certificate associated with the key being recovered.  Identity must be established using one of 

the following methods: 

�x Procedures specified in Section 3.2.3 for authentication of an individual identity during 

initial registration for the specified certificate policy assurance level (an assurance level 

equal to or greater than the assurance level of the certificate whose corresponding private 

key is being recovered).   

�x Certificate-based authentication (e.g., digitally signed e-mail or client-authenticated TLS) 

that can be verified using current, valid (i.e., un-revoked) public key certificates at the 

requested certificate policy assurance level (an assurance level equal to or greater than 

the assurance level of the certificate whose corresponding private key is being 

recovered). 

3.5.5 Data Decryption Server Authentication 

The DDS must authenticate to the KED directly using a public key certificate issued by the 

associated PKI.  The assurance level of the certificate must be the same as or greater than that of 

the highest assurance level encryption certificates issued by the associated PKI.  
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4.  CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS 

4.1 CERTIFICATE APPLICATION 
The Certificate application process must provide sufficient information to:  

�x Establish the Applicant’s authorization by the employing or sponsoring agency to obtain 

a certificate.  See Section 3.2.3 for requirements.  

�x Establish and record the identity of the Applicant.  See Section 3.2.3 for requirements.  

�x Obtain the Applicant’s public key and verify the Applicant’s possession of the private 

key.  See Section 3.2.3 for requirements.  

�x Verify the information included in the certificate.  

These steps may be performed in any order, but all must be completed before certificate 

issuance.  

This section specifies requirements for initial application for certificate issuance.   

Entities seeking to cross-certify with the FBCA shallmust fulfill the application requirements as 

specified in the U.S. Government Public Key Infrastructure Cross-Certification Criteria and 

Methodology.  The FPKIPA shall actacts on the application and, upon making a determination to 

issue a certificate and entering into theestablishes an MOA with the Entity, shall authorize.  The 

FPKIPA identifies the Entity’s authorized representatives, provides the appropriate certificate 

policy mappings and authorizes the FPKIMA to issue the cross-certificate to the Entity.  

The FBCA may issue end-entitySubscriber certificates to trusted personnel where necessary for 

the internal operations of the FBCA.  The FBCA willdoes not issue end-entitySubscriber 

certificates for any other reasons. 

4.1.1 Submission ofWho Can Submit a Certificate Application 

For the FBCA, the certificate application shallmust be submitted to the FPKIPA by an authorized 

representative of the Entity CA. 

For Entity CAs, this CP makes no stipulations regarding submission of certificate applications 

beyond those in Section 4.1 above. 

4.1.2 Enrollment Process and Responsibilities 

All communications supporting the certificate application and issuance process must be 

authenticated and protected from modification.  Communications may be electronic or out-of-

band.  

Any electronic communication of shared secrets must be protected.  

Where electronic communications are used, cryptographic mechanisms commensurate with the 

strength of the public/private key pair must be used.  
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Out-of-band communications must protect the confidentiality and integrity of the data.  

Subscribers are responsible for providing accurate information on their certificate applications. 

Entities applying for cross-certification are responsible for providing accurate information on 

their certificate applications.  Upon issuance, each certificate issued by the FBCA shall beis 

manually checked to ensure each field and extension is properly populated with the correct 

information before the certificate is delivered to the Entity. 

For Entity CAs, all communications among PKI authorities supporting the Subscribers are 

responsible for providing accurate information on their certificate application and issuance process 

shall be authenticated and protected from modification. 

 
applications. 

If databases or other sources are used to confirm Subscriber attributes, then these sources and 

associated information sent to a CA shall require: 

�x An auditable chain of custody be in place when information is obtained through one or 

more information sources, an auditable chain of custody be in place. 

�x All data received be protected and securely exchanged in a confidential and tamper 

evident manner, and protected from unauthorized access. 

4.2 CERTIFICATE APPLICATION PROCESSING 
Information in certificate applications must be verified as accurate before certificates are issued.  

Entity CPs shallmust specify procedures to verify information in certificate applications. 

4.2.1 Performing Identification and Authentication Functions 

For the FBCA, the identification and authentication of the applicant shall beis performed by the 

FPKIMAFPKIPA. 

For Entity CAs, the identification and authentication of the Subscriber must meet the 

requirements specified for Subscriber authentication as specified in Sections 3.2 and 3.3 of this 

CP.  The Entity CP must identify the components of the Entity PKI (e.g., CA or RA) that are 

responsible for authenticating the Subscriber’s identity in each case. 

4.2.2 Approval or Rejection of Certificate Applications 

For the FBCA, the FPKIPA may approve or reject a certificate application.  See Section 1.1.5. 

For Entity CAs, the Entity CP shall identify the person or organizational body that may accept or 

reject a certificate application. 

This CP makes no other stipulation regarding Approval or Rejection of Certificate Applications 

in Entity PKIs. 
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4.2.3 Time to Process Certificate Applications 

No stipulation. 

Certificate applications must be processed and a certificate issued within 90 days of identity 

verification. 

4.3 CERTIFICATE ISSUANCE 

4.3.1 CA Actions During Certificate Issuance 

The FPKIMA verifies the source of a certificate request before issuance.  CA certificates created 

by the FBCA shall beare checked to ensure that all fields and extensions are properly populated.  

After generation and verification, the FPKIMA shall post CA certificates in the FBCA repository 

 system. 

Upon receiving the request, Entity CAs shall /RAs must:  

�x Verify the sourceidentity of a the requestor.  

�x Verify the authority of the requestor and the integrity of the information in the certificate 

request.  

�x Verify all attribute information received from a Subscriber before issuanceinclusion in a 

certificate. 

�x Build and sign a certificate if all certificate requirements have been met (in the case of an 

RA, have the CA sign the certificate).  

�x Make the certificate available to the Subscriber after confirming that the Subscriber has 

formally acknowledged the obligations described in Section 9.6.3. 

4.3.2 Notification to Subscriber by the CA of Issuance of Certificate Issuance  

The FBCA process for subscriber notification is defined in the U.S. Government Public Key 

Infrastructure Cross-Certification Criteria and Methodology.  (See 

http://www.idmanagement.gov/fpkima/tech_requirements.cfm)  

 

For Entity CAs, no stipulation. 

The FPKIMA notifies the Entity CA of certificate issuance. 

Practice Note: Where notification is not an integral component of the issuance process, CAs 

should proactively notify subscribers that certificates have been generated. 

Practice Note: Where notification is not an integral component of the issuance process, CAs should proactively 

notify subscribers that certificates have been generated. 
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For PIV-I, Entity CAs must inform the Subscriber of the creation of a certificate and make the 

certificate available to the Subscriber.  

4.4 CERTIFICATE ACCEPTANCE 
Before a subscriber can make effective use of its private key, a PKI Authority shall convey to the 

subscriber itsmust accept the responsibilities as defined in Section 9.6.3 by accepting the 

Subscriber agreement. 

4.4.1 Conduct Constituting Certificate Acceptance 

For the FBCA, failure to object to the certificate or its contents constitutes acceptance of the 

certificate. 

For certificates issued by an Entity CP, certificate acceptance is governed by the Entity CP. 

4.4.2 Publication of the Certificate by the CA 

As specified in Section 2.2.1, all CA certificates shallmust be published in FBCA or Entity a PKI 

repository accessible over the Internet. 

PIV-I authentication and card authentication certificates must not be distributed via public 

repositories.   

This specification makes no other stipulation regarding publication of Subscriber certificates. 

4.4.3 Notification of Certificate Issuance by the CA to Other Entities 

For the FBCA, notification of certificate issuance will be provided to all cross-certified entities. 

For Entity CAs, the FPKIPA shallmust be notified at least two weeks prior to the issuance of a 

new CA certificate or issuance of new inter-organizational CA cross-certificates.  The 

notification shall assert that the new CA cross-certification does not introduce multiple paths to a 

CA already participating in the FPKI.  In addition, all new artifacts (CA certificates, CRL DP, 

AIA and/or SIA URLs, etc.) produced as a result of the CA certificate issuance shallmust be 

provided to the FPKIPA within 24 hours following issuance. 

Practice Note: The process for notifying the FPKIPA is included in the MOA. 

   

4.5 KEY PAIR AND CERTIFICATE USAGE 

4.5.1 Subscriber Private Key and Certificate Usage 

For High, Medium Hardware, Medium, and Basic Assurance, subscribers shallSubscribers must 

protect their private keys from access by other parties.  For Rudimentary assurance, no 

stipulation. 

Practice Note: The process for notifying the FPKIPA shall be included in the MOA. 
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Restrictions in the intended scope of usage for a private key are specified through certificate 

extensions, including the key usage and extended key usage extensions, in the associated 

certificate. 

4.5.2 Relying Party Public Key and Certificate Usage 

FBCA-issued Certificates specify restrictions on use through critical certificate extensions, 

including the basic constraints and key usage extensions.  The FBCA issuesCAs issue CRLs 

specifying the current status of all unexpired FBCA certificates.  It is recommended that Relying 

parties should process certificate and comply with thisstatus information whenever using FBCA 

issuedas specified in [X.509] when relying on certificates in a transaction..  

4.6 CERTIFICATE RENEWAL 
Certificate renewal consists of issuingRenewing a certificate means creating a new certificate 

with a new validity period and serial number while retainingwhere all othercertificate subject 

information in the original certificate, including the subject public key. Frequent renewal of 

certificates may assist in reducing the size of CRLs. and subject key identifier, remain 

unchanged.   

After certificate renewal, The new certificate may have an extended validity period and may 

include new issuer information (e.g., different CRL distribution point, AIA and/or be signed with 

a different issuer key). 

Once renewed, the old certificate may or may not be revoked, but must not be used for 

requesting further renewals, re-keyed, renewedkeys, or modifiedmodifications.  

4.6.1 Circumstance for Certificate Renewal 

A certificate may be renewed if the public key has not reached the end of its validity period, the 

associated private key has not been compromised, and the Subscriber name and attributes are 

unchanged.  In addition, the validity period of the certificate must meet the requirements 

specified in Section 6.3.2.  

Certificates may also be renewed when a CA re-keys. 

PIV-I certificates must not be renewed, except during recovery from CA key compromise (see 

Section 5.7.3).  In such cases, the renewed certificate must expire as specified in the original 

Subscriber certificate. 

CA certificates and Delegated OCSP responder certificates may be renewed so long as the 

aggregated lifetime of the private key does not exceed the requirements specified in Section 

6.3.2.  

4.6.2 Who May Request Renewal 

For the FBCA, the Entity or FPKIMA may request renewal of an Entity CA’s cross-certificate. 

For other CA certificates and Delegated OCSP responder certificates, the corresponding 

operating authority may request renewal. 
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For Entity CAs that support renewal, suchsubscriber renewal requests shall onlymust be accepted 

only from certificate subjects, PKI sponsors or RAs.  Additionally, a CA may perform renewal of 

its subscriber certificates without a corresponding request, such as when the CA re-keys. 

4.6.3 Processing Certificate Renewal Requests 

For the FBCA, certificate renewal for reasons other than re-key of the FBCA shallmust be 

approved by the FPKIPA. 

For Entity CAs, no stipulation. 

When a CA re-keys, it may renew the certificates it has issued.  

When certificates are renewed as a result of CA key compromise, as described in Section 4.6.1, 

the CA or RA must verify all certificates issued since the date of compromise were issued 

appropriately.  If the certificate cannot be verified, then it must not be renewed. 

4.6.4 Notification of New Certificate Issuance to Subscriber 

The FPKIMA shall notify Entity CAs upon issuance of new certificates.  

For Entity CAs, no stipulation. 

As specified in Section 4.3.2. 

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate  

Failure to object to a FBCA-issued certificate constitutes acceptance of the certificate. 

For Entity CAs, no stipulation. 

As specified in Section 4.4.1. 

4.6.6 Publication of the Renewal Certificate by the CA 

As specified in Section 4.4.2.2.1, all CA certificates shall be published in the FBCA or Entity 

repositories. 

4.6.7 Notification of Certificate Issuance by the CA to Other Entities 

The FPKIMA shall inform the FPKIPA of any certificate issuance. 

For Entity CAs, no stipulation. 

As specified in Section 4.4.3. 

4.7 CERTIFICATE RE-KEY 
Re-keying a certificate consists of creating new certificates with a different public key (and serial 

number) while retaining the remaining contents of the old certificate that describe the subject.   

The new certificate may be assigned a different validity period, key identifiers, specify a 

different CRL distribution point, and/or be signed with a different key. Re-key of a certificate 
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does not require a change to the subjectName and does not violate the requirement for name 

uniqueness. 

 

Re-key is identical to renewal except the new certificate must have a different subject public key 

(and serial number). 

Subscribers of Entity CAs shallmust identify themselves for the purpose of re-keying as required 

in Section 3.3.1. 

After certificate rekey, Once re-keyed, the old certificate may or may not be revoked, but must 

not be reused for requesting further re-keyed, renewedkeys, renewals, or modifiedmodifications. 

4.7.1 Circumstance for Certificate Re-key 

Circumstances requiring certificate re-key include nearing the maximum usage period of a 

private key, certificate expiration, loss or compromise, issuance of a new hardware token, and 

hardware token failure. 

The FBCA will issue new cross-certificates to PrincipalEntity CAs when a currently recognized 

Principal CA hasthey have generated a new key pair and a valid and unexpired MOA exists 

between the FPKIPA and the Entity PKI.  

For Entity CAs, no stipulation. 

Section 6.3.2 establishes maximum usage periods for private keys for both CAs and Subscribers. 

4.7.2 Who May Request Certification of a New Public Key 

The FPKIMA may request certification of a new FBCA public key forfrom currently cross-

certified Entity Principal CAs. 

For Entity CAs that support For Entity CA certificates and Delegated OCSP responder 

certificates, the corresponding operating authority may request re-key, such requests shall only 

be accepted from the subject of its own certificate.  

Subscribers with a currently valid certificate may request re-key of the certificate or PKI 

sponsors. Additionally,.  CAs and RAs may initiate re-key of a subscriber’s certificates without a 

corresponding requestrequest certification of a new public key on behalf of a Subscriber.  The 

human sponsor of a device may request re-key of the device certificate. 

4.7.3 Processing Certificate Re-keying Requests 

Before performing re-key, the FPKIMA shallCA must identify and authenticate Principal CAsthe 

requestor by performing the identification processes defined in Section 3.2 or Section 3.3. 

 

The validity period associated with the new certificate must not extend beyond the period of the 

MOA. 

For Entity CAs, see Sections 3.2 and 3.3.  
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Digitally signed Subscriber re-key requests must be validated before the re-key requests are 

processed. 

4.7.4 Notification of New Certificate Issuance to Subscriber 

The FPKIMA shall notify Entity CAs upon issuance of new certificates.  

For Entity CAs, no stipulation. 

As specified in Section 4.3.2. 

4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate 

For the FBCA, failure to object to the certificate or its contents constitutes acceptance of the 

certificate. 

For Entity CAs, no stipulation. 

As specified in Section 4.4.1.  

4.7.6 Publication of the Re-keyed Certificate by the CA 

As specified in Section 4.4.2.2.1, all CA certificates shall be published in the FBCA or Entity 

repositories. 

4.7.7 Notification of Certificate Issuance by the CA to Other Entities 

The FPKIMA shall inform the FPKIPA of any certificate issuance. 

For Entity CAs, no stipulation. 

4.8 MODIFICATION 
As specified in Section 4.4.3. 

4.8 CERTIFICATE MODIFICATION CONSISTS OF 
Modifying a certificate means creating a new certificates with subject information (e.g., a name 

or email address)certificate that has the same or a different key and a different serial number, and 

that differs in one or more other fields from the old certificate. For example, an Entity CA may 

perform certificate modification for a Subscriber whose characteristics have changed (e.g., has 

just received a medical degree).  The new certificate may have the same or different subject 

public key. 

 

After certificate modification Once modified, the old certificate may or may not be revoked, but 

must not be reused for requesting further renewals, re-keyed, renewedkeys, or 

modifiedmodifications. 

4.8.1 Circumstance for Certificate Modification 

The FBCA may modify a CA certificatecertificates and Delegated OCSP responder certificates 

whose characteristics have changed (e.g.., assert new policy OID, CA name change).) may be 

modified.  The new certificate may have the same or a different subject public key.  
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For Entity CAs, no stipulation. 

A certificate associated with a Subscriber whose characteristics have changed (e.g., name change 

due to marriage) may be modified.  The new certificate must have a different subject public key. 

4.8.2 Who May Request Certificate Modification 

The FPKIMA or the Entity Principal CA may request certificate modification for 

currentlycurrent cross-certified Entity Principal CAscertificates. 

For Entity CAs, no stipulation. 

For Entity CA certificates and Delegated OCSP responder certificates, the corresponding 

operating authority may request modification.  

Subscribers with a currently valid certificate may request modification of the certificate.  The 

human sponsor of a device may request modification of the device certificate.  CAs and RAs 

may request certificate modification on behalf of a Subscriber. 

4.8.3 Processing Certificate Modification Requests 

The FPKIMA shall performperforms certificate modification at the direction of the FPKIPA.  

The FPKIMA may also perform certificate modification at the request of the Entity CA for the 

following reasons: 

�x Modification of SIA extension; or 

�x Minor name changes (e.g., change CA1 to CA2) as part of key rollover procedures. 

The validity period associated with the new certificate must not extend beyond the period of the 

MOA. 

For Entity CAs, proof of all subject information changes must be provided to the RA or other 

designated agent and verified before the modified certificate is issued.  If the modified certificate 

is issued with a new (different) public key, the additional requirements specified in Section 4.7.3 

must also apply. 

If an individual’s authorizations or privileges change, such that the modified certificate indicates 

a reduction in privileges and authorizations, the old certificate must be revoked.   

4.8.4 Notification of New Certificate Issuance to Subscriber 

The FPKIMA shall notify Entity CAs upon issuance of new certificates.  

For Entity CAs, no stipulation. 

As specified in Section 4.3.2. 

4.8.5 Conduct Constituting Acceptance of Modified Certificate 

For the FBCA, failure to object to the certificate or its contents constitutes acceptance of the 

certificate. 

For Entity CAs, no stipulation. 
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As specified in Section 4.4.1. 

4.8.6 Publication of the Modified Certificate by the CA 

As specified in Section 4.4.2.2.1, all CA certificates shall be published in the FBCA or Entity 

repositories. 

4.8.7 Notification of Certificate Issuance by the CA to Other Entities 

The FPKIMA shall inform the FPKIPA of any certificate issuance. 

For Entity CAs, no stipulation. 

As specified in Section 4.4.3. 

4.9 CERTIFICATE REVOCATION &AND SUSPENSION 
Revocation requests must be authenticated.  Requests to revoke a certificate may be 

authenticated using that certificate's associated private key, regardless of whether or not the 

private key has been compromised. 

For High, PIV-I, Medium Hardware, Medium, and Basic Assurance, all CAs shallmust publish 

CRLs. 

For Entity CAs, must notify the FPKIPA shall be notified at least two weeks prior to the 

revocation of a CA certificate, whenever possible.  For emergency revocation, CAs shallmust 

follow the notification procedures in Section 5.7. 

4.9.1 Circumstances for Revocation  

For the FBCA and Entity CAs, a A certificate shallmust be revoked when the binding between 

the subject and the subject’s public key defined within athe certificate is no longer considered 

valid.  Examples of circumstances that invalidate the binding are: 

�x Identifying information or affiliation components of any names in the certificate becomes 

invalid.  Examples include  

o Subscriber no longer affiliated with sponsoring entity  

o A wild card certificate has been issued with a name where PKI Sponsor does not 

exercise control of the entire namespace associated with the wild card certificate.  

�x Privilege attributes asserted in the Subscriber’s certificate are reduced.  

�x The Subscriber can be shown to have violated the stipulations of its Subscriber 

agreement.  

�x There is reason to believe the private key has been compromised.  

�x The Subscriber or other authorized party (as defined in the CPS) asks for his/her 

certificate to be revoked.  

�x The failure of a CA to adequately adhere to the requirements of its CP or the approved 

CPS.  
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There are three circumstances under which certificates issued by the FBCA will be revoked: 

�x The first circumstance is when The FPKIPA requests an FBCA-issued certificate be 

revoked. This will be the normal mechanism for revocation in cases where the FPKIPA 

determines that an Entity PKI does not meet the Federal PKI policy requirements or 

certification of the Entity PKI is no longer in the best interests of the Federal 

Government. 

�x The second circumstance is when the Management AuthorityThe FPKIMA receives an 

authenticated request from a previously designated official of the Entity responsible for 

the Principal CA. 

�x The third circumstance is when The FBCA Operational personnel determine that an 

emergency has occurred that may impact the integrity of the certificates issued by the 

FBCA.  Under such circumstances, the following individuals may authorize immediate 

certificate revocation: 

o Chair, FPKIPA Co-chair, or 

o Other personnel as designated by the Chair,a FPKIPA Co-chair. 

The FPKIPA shallmust meet as soon as practicable to review the emergency revocation. 

Entity CAs that implement certificate revocation shallmust, at a minimum, revoke certificates for 

the reason of key compromise upon receipt of an authenticated request from an appropriate 

entity.   

For certificates that express an organizational affiliation, Entity CAs shallmust require that the 

organization must inform the Entity CA of any changes in the subscriber affiliation.  If the 

affiliated organization no longer authorizes the affiliation of a Subscriber, the Entity CA 

shallmust revoke any certificates issued to that Subscriber containing the organizational 

affiliation.  If an organization terminates its relationship with an Entity CA such that it no longer 

provides affiliation information, the Entity CA shallmust revoke all certificates affiliated with 

that organization. 

Whenever any of the above circumstances occurIf it is determined that revocation is required, the 

associated certificate shallmust be revoked and placed on the CRL.  Revoked certificates 

shallmust be included on all new publications of the certificate status information until the 

certificates expire. 

4.9.2 Who Can Request Revocation  

A CA may summarily revoke certificates it has issued.  A written notice and brief explanation 

for the revocation must subsequently be provided to the Subscriber.  

A Subscriber or sponsor of device certificates may request revocation of their own certificates.  

The RA or other authorized agency officials may request the revocation of a Subscriber’s 

certificate.  




























































































































































































































































